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(57) ABSTRACT

A method for preventing digital content misuse can include
detecting, by a client-side computing device, that the client-
side computing device is paired to a viewing device such
that, after being paired, the client-side computing device can
cause digital content received from a remote server to be
presented on a display of the viewing device; after detecting
that the client-side computing device is paired to the viewing
device, detecting, by the client-side computing device, that
the client-side computing device has been unpaired from the
viewing device; and in response to detecting that the client-
side computing device has been unpaired from the viewing
device, executing a remedial action.

200

e

Cliert-Side Digital Content Delivery Device 108

Client-Side Application 108

Location Monitoring Module 204

Remedial Action Module 120

Data Storage

Gaographic Tracking
Component 202




US 2020/0192998 A1

Jun. 18, 2020 Sheet 1 of 39

ion

t

Patent Application Publica

gt |
m SINPOW UOHOY [BIDs e

mssmﬂ uonesddy spig-mslD

O smas( Araner
WSO (BB opIS-WaD

~

a0

L old

2ol
WIOMISH UOHEDIUNLILICT

7T [Tt eseqerg
af2J0)S BIRC] || UNooDY J8sn

gt
SINPOW UCHDY [Blpsilisy

=198
uoneddy iuswaBrusy

-

[T anpow wausbauepy

=¥

0T
WeIsAs Asaysd] wusilol eubic




Patent Application Publication  Jun. 18, 2020 Sheet 2 of 39 US 2020/0192998 A1

200

~

Client-Side Digital Content Delivery Device 108

Client-Side Application 108

Location Monitoring Module 204

Remedial Action Module 120

Geographic Tracking
Component 202

Data Storage

246




Patent Application Publication  Jun. 18, 2020 Sheet 3 of 39 US 2020/0192998 A1

300

»

Receive digital content from a remote server
342

\

Determineg a current locstion of the client-side content
delivery devics
304

¥

Determine, based on the current iocation of the client-
side digital content delivery davice, that the client-side
digital content delivery device is outside of a
predetermined geographic area in which the dient-side
digital content delivery device is authorized {o present
the digital content
306

¥

Execute a3 remedial action in response o determining
that the client-side content delivery device is ouiside of
the predetermined geographic area
208




Patent Application Publication  Jun. 18, 2020 Sheet 4 of 39 US 2020/0192998 A1

400

e

Client-5ide Digital Content Delivery Device 108

] Client-Side Application 108 3

Device Monitoring Module 404

Remedial Action Module 120

Device Detection
Compoenent 402

Data Storage

206




Patent Application Publication  Jun. 18, 2020 Sheet 5 of 39 US 2020/0192998 A1

o0

»

Present digital content from a remole server
502

'

Detect 2 number of mobile computing devices that are
within a geographic distance of the client-side content
delivery device
504

.

Determine, based on the number of mobile computing
devices that are within the geographic distance of the
client-side digital content dslivery device, that a number of
users viewing the digital content exceeds a threshold
number of authorized users associated with the digital
content
506

l

Execute a remedial action in response o determining that
the number of users viewing the digital content exceeds
the threshold number of authorized users associated with
the digital content
5068




Patent Application Publication  Jun. 18, 2020 Sheet 6 of 39 US 2020/0192998 A1

600

v

Client-Side Digital Content Delivery Device 108

r Client-Side Application 108 |

Authorization Module 802

Reamedial Action Module 120

|
|
|
|
Authorization Checking Module §04 E
|
|
|
|

Data Storags




Patent Application Publication  Jun. 18, 2020 Sheet 7 of 39 US 2020/0192998 A1

700

e

Detect that the client-side digital content delivery device
is paired to a viewing device
£02

¥

Detect that the dient-side content delivery device has
been unpaired from the viewing device
04

'

Execute a remedial action in response o detecting that
the client-side digital content delivery device has been
unpaired from the viewing device
08




8 Ol

US 2020/0192998 A1

A
S
=]
m L w SINDOW LOLDY [BIDB WS Y m
M | FOZ 2INPOY UoBDY [BIpB ey | BT | |
m m m w@\mc\u}wmm/m F\mamwmﬁvmcm\mggﬂu ...:.num ..................... 20 @Qw |
« / W anpow wewsbeuspy m
R
= | 5O% onpop feubig oo | | | eubig oniog |
=
g | orT |
m G07T ucneoyddy apiS-iisED IW M uonesddy usuwslbeuspny

= o reen v o e M asnsipg used Bubig m
8= i a0 4 e e e e o e
s Assayacy usiioD el spig-uel0
m 1T ampow uswebeueyy

208 eoha( J—

Bunndwor 2

BUGO WBISAS Aisals] wsiuol eubic

\\

Patent Application



Patent Application Publication  Jun. 18, 2020 Sheet 9 of 39 US 2020/0192998 A1

800

e

Receive digital content from a remote computing
sysiem
202

¥

Periodically present sonic signals to confirm that a
mobile computing device paired with the client side
digital content delivery device is within a desired
geographic distance of the client side compuling
device
204

I

Feceive a notification that a number of unconfirmed
sonic signals exceeds a threshold number of allowable
unconfirmed sonic signais
8908

'

Execute a remedial action inresponse 10 receving the
notification that the number of unconfirmed sonic
signals exceeads the threshold number of allowable
unconfirmed sonic signals
2908




Patent Application Publication  Jun. 18, 2020 Sheet 10 of 39  US 2020/0192998 A1

1000

/

Digital Content Delivery System 104

Management Module 114

Digital Content Misuse Management
Application 1148

Usage Monitoring Module 1802

Remedial Action Module 118

User Account
Database 110

Data Storage 44

FIG. 10



Patent Application Publication  Jun. 18, 2020 Sheet 11 of 39  US 2020/0192998 A1

1160

e

Receive a request from a dient-side computing device
{0 access digital content maintained by the digital
content delivery sysiem
1102

¥

Determmine that a numbaer of times the dient-side
compuling device has accessed digital contentmeets
or excesds a threshold number of times the client-side
compuiing device is permitied to access digital content

1104

3

Deny the request and execuie a remedial action in
rasponse to determining that the number of times the
client-side computing device has accessed digital
content meets or exceeds the threshold number
1108

FIG. 11



Patent Application Publication  Jun. 18, 2020 Sheet 12 of 39  US 2020/0192998 A1

1200

Digital Content Delivery System 104

Management Module 144

Digital Content Misuse Management
Application 1148

Clustering Module 1202

Remedial Action Module 118

|
|
|
|
|
|
E Analysis Module 1204
|
|
|
|
|

User Account
Database 118

Data Storage 112

FIG. 12



Patent Application Publication  Jun. 18, 2020 Sheet 13 of 39  US 2020/0192998 A1

130

e

Cluster a set of data points into a set of digital content
usage clusters.
1302

¥

Determineg, based on the set of digital content usage
clusters, that a first data point from the set of data
points is an outlier
1304

Executes a remedial action with respect to a user
account representad by the first data point
1308

FIG. 13



Patent Application Publication  Jun. 18, 2020 Sheet 14 of 39  US 2020/0192998 A1

1460

e

Cluster a set of data points into a set of known violator
clusters
1402

¥

Determine, based on the set of known violator clusters,
that a first user account is potentially a digital content
violator
1404

Execute a remedial action with respect {o the first user
account representad by the first data point
1408

FIG. 14



US 2020/0192998 A1

oGl
FERARIE( JOUGIE

9051
anpop wewabeusyy JouaXd

Jun. 18, 2020 Sheet 15 of 39

THET wWosAs uswsBeuriy JOIgILUXS

gL Old

2ot
SUOMIEN LCHBILUNWILIND

Publication

tion

plEd

Patent Applica

FIGT anpoy uolBuoUsUR) |

ToT SInDow UORBILUSSS
renuspess el

GLG einpoy edelaiul Bsn

BOG L

0% someq Bunndwio] sigop

ATT eseqzieg
ofeI0LS BIECH] PUNODDY JBs()

BIGT ainpop %
Buinssy jayor ] jenbig

@S,
uonesiddy wsusbeuey *

AmARmAAs  anmamass  wRAARAR AamaRaan  nmanag

Z1GT sinpop
wistusbeusiy 1eyo ] eubi

BIT anpopy wususbeuep

70T
W2sAg Asars( wsiuod eubia




Patent Application Publication  Jun. 18, 2020 Sheet 16 of 39  US 2020/0192998 A1

1800
Assign a digital ticket to g user account maintained by the digital content }/J
delivery system
1802

¥

Receive, from a mobile computing device associated with the user account,
a first reguest for the digital credential to be transmitted to the mobile
computing device
1604

+

Determing whether a current location of the mobile computing device is
within a predetermined geographic distance of the selecled exhibitor location
1608

+

Determine whether a remaining amount of time until the selecled scheduled
presentation beginsis less than a threshold amount of time
1808

I

Deny the first request in response {o detemmining that either the current
location of the mobile computing device is outside of the predetermined
geographic distance of the sselected exhibitor [ocation or the remaining
amount of ime until the selected scheduled presentation begins is greater
than the threshold amount of time
1810

¥

Receive, from the mobile computing device, a second request for the digital
credential assigned to be transmilted {0 the mobile computing device
1812

.

Determine that the current incation of the mobile computing device is within
the predstermined geographic distance of the selecied exhibifor location and
that the remaining amount of time until the selected scheduled presentation
begins is less than the threshold amount of ime
1814

I

Transmit the digital credential 1o the mobile computing device
1618

FIG. 16



Patent Application Publication  Jun. 18, 2020 Sheet 17 of 39  US 2020/0192998 A1

1700

»

Generate a user profile for a user account
1702

v

Update the user profile to indicate that a license to access a digital content
ifem has been assigned to the user account
1704

'

Determine one or more axhibitor locations whers the user can aftend a
scheduled performance of the digital content item
1708

:

Determine one or more scheduled presentations of the digital content tem
offered by the one or more exhibitor locations
1708

¥

Transmit data identifying the one o more exhibitor locations and the ong or
more scheduled presentations of the digital content Hem to g mobile
computing device associated with the user account
1740

¥
Raceive, from the mobile computing device, a8 user sslection indicating that a
user associated with the user account would like o reserve digital credentials
0 a selected scheduled presentation of the digital content tem offered by a
selected exhibitor focation
1412

I

Reserve the digital credentials t© the selected schaduled presentation of the
digital content itam
1712

FIG. 17



Patent Application Publication  Jun. 18, 2020 Sheet 18 of 39  US 2020/0192998 A1

R T =] Do [ [ il B T
<% YIS SRACES OO0 % SETNES < WAL K
& Q Aot Sefigs w5
Poom® (il idgh  Ced s §¥ides Ao 2
Sofies Virson Y
E:} E@ O ﬁ Larguage anglish ?
PR Beer 5 Wegrds Cba Ressl p

Lefus pikyouip O <& @ DD @ ol

Your o il wall ke youin.. ;

rederoity  Opemt Oiitter
SOREERNGROOM

{% ORER sa} ;

1533 Ry}

FIG. 18A FIG. 18B FIG. 18C

SR & ED e Cae E R et T o
x Had fa. FusyRosd & P
Hwwas ) 4 Sl
W T T s
MG Cop
103%m
S0 Ll
113am

SRr8 0UT I8y

Ve
rem
=85
gg

'

“hereeed

Sedes Dnan
6 thidduk
SMC Contiry Bty 15

103%m 1
&S Redasm Tickels ?%L%N%%% gt

..
(

2

( % Bioss Movies }

B
Hos Plawng Q:m%ﬁoon Tﬁk ﬁ%s oy F%}:g Con%?&cn Tolok k%ﬂe

FIG. 18D FIG. 18k FIG. 18F




Patent Application Publication  Jun. 18, 2020 Sheet 19 of 39  US 2020/0192998 A1

yjched by h.i.;ien
icing ifay - Melisas Meladty Wisker iy,

T (ALY =3} T TR R R LR R
2 4 Slokde Squsd < Ghogusks Reit
> N
Sey, 1030y
AC Shudio W with e
125 S S¥angLing Road, Oishe K8
N, £
" X
HID4 RAXE
Seals 35,07, 88 Srosbustes
VF 3 fh S§min
B GHOSTIRISTERS pules g vl fn,
{ Do E { Gel 3508 E sehnnied wity aaater Hiaow £
& it by sed LS " yrs afior te belnved ¢ ;
{m Sty Stk Sy e, delr Pt Fesbings

Kate Miinam, Lasie S, and (s
0 i This g, boy'rs harsto va e wirld
ieod By
PFég

Lagle bns
Selss Masti

- ) 1 LT |

N }%19 Smming o TRl ]

FIG. 186 FIG. 18H FIG. 18l

[k PR ey ot = RN [ G = THE &4
4 {ofimaion { SolssiShovime { SgloctSeds
Star Tok Beyord ot L H RN
Rt 2w ash Rty MERERR RN,
Puaiadle r 44 hows { 135 )[ $:3050m ){ £25m } LR ROROCR T
¥ You3 dso revsive bo tikal Dwath his R
(il e ) o [ Ooem O
Soresning Hown Raifd 8 T RO
’a'ﬁfaﬂj‘:ﬁ;s i I
T s G ihivasd Chysl 1900, OO
e OO
R ) I3 ED FETLFLFLTLELE]
i OO
{% sat J L
I
IO O
YD

FIG. 18] FIG. 18K FIG. 18L



Patent Application Publication

Jun. 18, 2020 Sheet 20 of 39

US 2020/0192998 A1

)@9
1006
1910 N
N
s s ]
” ;, ORESENTATION ; PRESENTATION LAYER L
- LAYER
| | st e
193@{ [ APPLICATIONS ; APPLICATIONS ™
1932“,;,«» FRAMEWORKS ; THRDPARTY oo
ot UBRARIES
i ! §
el 0 ; FRAMEWORKS MDDLEWARE N 410
L e 1942
08 VIRTUAL MACHINE
™ SOFTWARE ARCHITECTURE 1912
AP CALLS MESSAGES
gL MONITOR
a1 SYSTEM OTHER |~_j0ss
LBRARIES Lo
e o L 1350
1902~ KERNEL i SERVICES +— DRIVERS |
\§ \\ \‘4
1922 1924 1926
1954 1058 1958
' / )i /
i /4 {
1952--"1 | PROCESSING UNIT | MEMORY/STORAGE OTHER
HARDWARE
sope-+11 NSTRUCTIONS NSTRUCTIONS N\ g0
HARDWARE LAYER

FIG. 19



Patent Application Publication

Jun. 18, 2020 Sheet 21 of 39

US 2020/0192998 A1

2000

»

PROCESSORS MEMORY/STORAGE -
2008 -
s | INSTRUCTION i
STRUCTIONS ™ g010 o~ [ nsTRucTions Py e—
O 2004
O PROCESSOR - MEMORY
O 2016~
s | INSTRUCTIONS 2010 f?f@;is NSTRUCTIONS ™20
PROCESSOR 20 STORAGE UNIT
i
T I
¥
| EXPRESSION |
[ BIOSIGNALS |
[ DENTIFICATION | | ~ooagg
OUTRUT BICMETRIC
| [TACEERTOY et e |
ST L auua, NTON] || e
| |_ROTATION ACOLSTE: [ ORENTATION |
» ~
0% — TEMPERATURE 038
pis| | PRESURE POSITION
20151 ENVIR.
CTUWRED ] TWREESS ] T CELUAR ] e
[RemrED | [BEOOM | [ WA 1 N0
COMMUNICATION -
A — {{\2(}22 I0CONPONENTS . _

FIG. 20




Patent Application Publication

Jun. 18, 2020 Sheet 22 of 39

US 2020/0192998 A1

212~

FILMMAKERS

| e

PRODUCTION
STURIOS

w| WOVE |
DATABASE

EXHIBITORS

2106

=

MOVIE DISTRIBUTION
SYSTEM

T

o0

MOVIE ACCESSING
SYSTEM

CONSUMER

RESIDENCE

PARL

FIG. 21



Patent Application Publication  Jun. 18, 2020 Sheet 23 of 39  US 2020/0192998 A1

200
STUDIO SERVER / SET TOP BOX
20 04
P 4% VEnovsTEn Wit

VIDEQ L -
DELIVERY 4 VDEOSYSTEM B
APPLICATION | = )a -

FORENSICS SYSTEM B4

7 NOVE

DISTRIBUTION 00000

SYSTEM

DATABASE |
2971 SERVER

b o o o o an aman mamn e o are s e aan ann : -

FIG. 22

= =] APISERVER - o Lo e e

!
| " ek |
i !
a v |
| BB DSTRBUTONSYSTEM | | FORENSIC ANALYSS SysTenET 2% |
i !
2] QUALTY ASSURACE | p-200 |
| SECURITY SYSTEM M ;
!
2L Evcoonosystey | | SUBSCRBER WANKGENENT | 206 |
| SYSTEN |
i !
P ZEN NGESTSYSTEM |
| |
| |
| APPLICATION SERVER ;
| % |
a / j
E 593 / i ;
E |




Patent Application Publication  Jun. 18, 2020 Sheet 24 of 39  US 2020/0192998 A1

2300

EXHIBITORS

TICKET
DATABASE

.+ TICRETING
2302 SYSTEM

2204

/

SET TOP BOX

NETWORKS

MOVIE DISTRIBUTION SYSTEM

SUBSCRIBER
noer ] MANAGEMENT

SYSTEM SUBSCRIBER

DATABASE

FIG. 23



US 2020/0192998 A1

Jun. 18, 2020 Sheet 25 of 39

Patent Application Publication

{Hivdld

-

vz

215

SASNRIO

50

O304 |NOUYONAdY

NOLLERLSIG—"

i

AINOH

SIBATYNY
EEL

NOLLNERLSIO

ABNGES

LNFHEOYNYIY
HHEMISENS

ST

¥

SN0

15356

sl

AINOHR

SAAOR



Patent Application Publication

STORE SUBSCRIBER
INFORMATION FOR SUBSCRIBER
WITHIN SURSCRIBER DATABASE

QF CONTENT DISTRIBUTICN
SYSTEM

2502

!

IN SUBSCRIBER DATABASE,
ASSQCIATING SUBSCRIBER WITH
CONTENT ACCESSING SYSTEM

Pt

!

RECEIVE CREDENTIAL PURCHASE
REQUEST VIA COMMUNICATIONS
NETWORK AND AT CONTENT
DISTRIBUTION SYSTEM

2508

!

RESPONSIVE TO RECEIFT OF
PURGHAGE REQUEST, ISSUING
THE CREDENTIAL TO VIEW MOVIE AT
ONE OF MOVIE THEATER OR
USING CONTENT ACCESSING
SYSTEMISSUED TO SUBSCRIBER

2508

'

PRESENT SUBSCRIBER WITH LIST
OF MOVIES THAT ARE VIEWABLE
AT PLURALITY OF MOVIE
THEATERSWITHIN
PREDETERMINED GEOGRAPHICAL
PROXIMITY OF SUBSCRIBER, AND
RECEIVING PURCHASE SELECTION
OF MOVIE FROMLIST OF MOVIES
FROM SUBSCRIBER

!

< NONE >/25’12

FIG. 25

Jun. 18, 2020 Sheet 26 of 39  US 2020/0192998 A1l

2500

/



Patent Application Publication

START

30

!

IN SUBSCRIBER DATABASE,
ASSOUIATING SUBSCRIBER WITH
CONTENT ACCESSING SYSTEM

P

!

RECEIVE ACCESS REQUEST VA
COMMUNICATIONS NETWORK AND
AT CONTENT DISTRIBUTION
SYSTEM

P

!

RESPONSIVE TORECEIPT OF
ACCESS REQUEST, ISSUING
ACCESS RIGHTS TO ACCESS
CONTENT [TEMAT ONE OF FIRST
VENUE OR SECOND VENUE

208

!

PRESENT SURGCRIBER WITH
VENUES WITHIN PREDETERMINED
GEOGRAPHIGAL PROXIMITY TO
SUBSCRIBER, AND RECEIVING
SELECTION OF SECOND VENUE
FROM SUBSCRIBER FROM AMONG
VENUES

Pl

< DjNE R

FIG. 26

Jun. 18, 2020 Sheet 27 of 39  US 2020/0192998 A1l

2600

v



Patent Application Publication  Jun. 18, 2020 Sheet 28 of 39  US 2020/0192998 A1

£z
-~.a
[ ]
Fand

RECENE INPUT TO INITIATE
PLAYBACK OF NOVE Wit -2
VENUE

¥

USING CONTENT ACCESSING
SYSTEM, INITIATE SCANTO
LOCATE WIRELESS DEVICES | 2T}
WITHIN PREDETERMINED
PROXIMITY OF CONTENT
AGCESSING SYSTEM

1

DETERMINE THAT THRESHOLD
NUMBER OF WIRELESS DEVICES 708
ARE PRESENT WITHIN -
PREDETERMINED PROXIMITY OF
CONTENT ACCESSING SYSTEM

{

RESPONSIVE TG DETERMINATION,
INTIATING VERIFICATION 7708
QPERATION TO DETECT -
VIOLATIONS OF ACCESS RIGHTS
WiTH RESPECT TO MOVIE

¥

USING CONTENT DISTRIBUTION
SYSTEM, DETERMINING SOCIAL
MEDIA IDENTIFER FOR
SUBSCRIBER ASSQCIATED WITH
CONTENT ACCESSING SYSTEY,
RETRIEVING SOCIAL MEDIA DATA 70

FROMSQCALMEDIADATA 7
SYSTEM USING SOCIAL MEDIA
IDENTIFY: AND AUTOMATICALLY
ANALYZING SQCIAL MEDIA DATA
TOBETECT VIOLATIONS OF
ACCESS REGHT?;@WETH RESPECTTO
MOVIE

¥
< DONE >/2?’§2
FiG. 27




Patent Application Publication  Jun. 18, 2020 Sheet 29 of 39  US 2020/0192998 A1

2800
RECENVE ACGESS REQUEST TO ACCESS TO
MOVIE AVALABLEVIACONTENT B0 @/
DISTRIBUTION SYSTEM, WITHIN VENUE
¥

USING CONTENT ACCESSING SYSTEMAND
RESPONSIVE TO ACCESS REQUEST TG ACCESS 9804
MOVIE, INITIATING SCANTO LOCATE -~
WIRELESS DEVICES WITHIN PREDETERMINED
FROXIMITY OF CONTENT ACCESSING SYSTEM

¥

DETERMINE THAT MOBILE DEVICE OF
SUBSCRIBER ASSOCIATED WITH CONTENT 5806
ACCESSING SYSTEM IS NOT PRESENTWITHIN -
PREDETERMINED PROXIMITY OF CONTENT
ACCESSING SYSTEM

¥

DETERMINE WHETHER PREDETERMINED
NUMBER OF ACCESSREQUESTS FOR
MOVIES AVAILABLE VIA CONTENT o~ 2808
DISTRIBUTION SYSTEM HAVE BEEN
RECEIVED AT CONTENT ACCESSING SYSTEM
WITHOUT MOBILE BEVICE OF SUBSCRIBER

¥

RESPONSIVE TO DETERMINATION,
INITIATING VERIFICATION OPERATIONTC | _~2810
BETECT VIOLATIONS OF ACCESS RIGHTS

WiITH RESPECT TO MOQVIE

¥

DETECT THAT VIOLATION OF ACCESS
RIGHTS WiTH RESPECT TO MOVIE HAS 5917
QCCURRED AND, RESPONSIVE 70 -
DETECTING, RESTRICTING ACCESS TO
MOVIE WITHINVENUE

¥
< NONE >/*2814
FIG. 28




Patent Application Publication  Jun. 18, 2020 Sheet 30 of 39  US 2020/0192998 A1

MONITOR PLURALITY OF CONTENT SYSTEMS QUTSIDE )Gﬁ

OF CONTENT DISTRIBUTION RETWORKTO DENTIFY | 200
QUT-OF NETWORK WATERMARK DIGITIZED VERSION OF
MOVE

!

RECEIVE ACCESS REQUEST AT CONTENT
DISTRIBUTION SYSTEM FROM CONTENT ACCESSING 2904
SYSTEM ASSOCIATED WITH SURSCRIBER TOMOVIE

SUBSCRIPTION SERVICE OPERATED BY CONTENT
DISTRIBUTION SYSTEM

!

USING SUBSCRIBER IDENTIFIER ACCESSNG A 508
SUBSCRIBER DATABASE TODETERMINE THAT 7
SUBSCRIBER IS AUTHORIZED TO ACCESS MOVEE

!

RESPONSIVE TO DETERMINATION THAT SUBSCRIBER 1§
AUTHORIZED TO ACCESS MOMIE, APPLYING 5908
PERSISTENT FORENSIC WATERMARK TO DIGITIZED b
VERSION OF MOVIE TO GENERATE WATERMARKED
PAGITIZED VERSION OF MOVIE

'

DISTRIBUTE WATERMARKED DIGITIZED VERSION OF 10
MOVIE FROM CONTENT DISTRIBUTION SYSTEMTO THE +
CONTENT ACCESSING SYSTEM

1

RESPONSIVE TO IDENTIFYING QUT-CF-NETWORK %913
WATERMARK DIGITIZED VERSION OF MOVIE, DISABLING b
AND GUARANTINING CONTENT ACCESSING SYSTEM

Y
< ONE >/29’§4
FIG. 29




Patent Application Publication  Jun. 18, 2020 Sheet 31 of 39  US 2020/0192998 A1

00
MONITOR PLURALITY OF CONTENT SYSTEMS

QUTSIDE OF CONTENT DISTRIBUTION | 3002
NETWORK TO IDENTIFY QUT-OF-NETWORK
WATERMARK DIGITIZED VERSION OF MOVE

¥

RECEIVE ACCESS REQUEST AT CONTENT
DISTRIBUTION SYSTEM FROM CONTENT
ACCESSING SYSTEM ASSOCIATED WITH
SUBSCRIBER TO MOVIE SUBSCRIPTION
SERVICE OPERATED BY CONTENT
DISTRIBUTION 8YSTEM

¥

USING SUBSCRIBER IDENTIFIER,
ACCESSING A SUBSCRIBER DATABASE, TO |~ 3008
DETERMINE THAT SUBSCRIBER 18
AUTHORIZER TO ACCESS MOVIE

¥

RESPONSIVE TO DETERMINATION THAT
SUBSCRIBER IS AUTHORIZED TO AGCESS
MOVEE, APPLYING PERSISTENT FORENSIC | 3008

WATERMARK TO DIGITIZED VERSION OF

MOVIE TO GENERATE WATERMARKED
DIGITIZED VERSION OF MOVIE

¥

DISTRIBUTE WATERMARKED DIGITIZED

VERSION OF MOVIE FROM CONTENT | _~30%0

DISTRIBUTION SYSTEM 1O THE CONTENT
ACCESSING SYSTEM

¥

RESPONSIVE TO IDENTIFYING QUT-OF
NETWORK WATERMARK DIGITIZED
VERSION OF MOVIE, AUTOMATICALLY | 3012
DISTRIBUTING CORRUPTED DIGITIZED
VERSIONS OF MOVIE VIACONTENT
DISTRIBUTION NETWORK

¥
e
FIG. 30

)
=




US 2020/0192998 A1

Sheet 32 of 39

2020

9

Jun. 18

Patent Application Publication

INANK LA LNG JWOH b0 NOISHHEA YREND WLOIT 350 OL SCINLERMDYINTT AE WADMddY 53
Wy NOULDNCGHG ST 3HL A8 #3105V G303

L& Ol

Wnss w
WOH 3HL 40 AMEATIE0 AT3NEL ONY 35N S3HNSSY 98 tid -1l

«%am 140380 A

YHOMLIN AEATTEG
[ONLSOH LNBLNDD BN 088
IPARE
RN NOLLIYSNYHL ONY
el E
R{ELUE)
IS
SNV iddY ONIYRLS FROIEAED _
WOOY SNNATH08 NOROYS ba) |
E e ONNOMANS TEINNYHO 14
Vi %mmmuom%%
(BLdAYINS
SNNVIEN

” @M
= v EMET

A2 SN0 TN
ONLEY L0 (NO S-S




US 2020/0192998 A1

Jun. 18, 2020 Sheet 33 of 39

Patent Application Publication

¢t Ol

OSSN AT AT = [N

LS ANAIA QIS RL =110

NOISHIA TYORIYIHL ToE - T EOd gl
40 SNIPEL L3449 AYW LN RN VIEND 11900 = 400 O TNOG TP
O30RT0YE SSI004d W4 e @ e %m&m
o N1/ A2 52V LIEC
TR
Q ....... v{A ........ %
(HEH o) <&
YRHD
ALBMSEINT 274 mm«mm.wmﬁﬁ A o
ST T A Y TR e 2N
SNIHO4 A3 3 1WA @
I PN T
¥ HeIT SR %émum oI
WoLIZl &
o LR o
= £) X
LN0AYId AT TN NOISSINGNYML @mmmwmmﬁ
HOLIIHY SOLNEMISIN 400




Patent Application Publication  Jun. 18, 2020 Sheet 34 of 39  US 2020/0192998 A1

_— SCREENING ROOM- NETWORK OPERATION CENTER (NOC)
o _ﬁ,@m@, ol DECR T o (WATERIIARK] - [ENCODE]
FORMAT SECURE ¥
DOMAN (ENCRYFT
N LABELS
W/ TN MEZZANINE
o~ L CONIENT N\ | METAPATA e
N AT
\ HTTR ) SERVER|




Patent Application Publication  Jun. 18, 2020 Sheet 35 of 39  US 2020/0192998 A1

WATERMARK T T om | om [ om [ om | om
WATERMARK
B cnjaponjonjon|on
BN
MOV FLE SEQRENTS

COPIES

UNIQUE 1D

MANIFEST

UNIQUE
i 010N

FIG. 34



Patent Application Publication  Jun. 18, 2020 Sheet 36 of 39  US 2020/0192998 A1

STB WATERMARKING
| SECURE DOMAN-
C Ty e
VIDEQ HoM
PAYLOAD DECRYPT
[COMPRESSED e DECODE  ~bsp VIDEQ L wpep A TV
| ENCRYPTED WATERMARK FRAMES
| BITSTREAM

FIG. 35



US 2020/0192998 A1

Jun. 18, 2020 Sheet 37 of 39

Patent Application Publication

9¢ Ol

NN LA LN TIOH 404 NOISHTA VIVINID WLDIN 35N OL SCIONLEMDIVIVTE A8 ADHddY SINNSSY do0 311 40 380 -2)

By
SLNNAZIDY

% H0VB0TS CIONLS CFN - WYILNOILONGON SH4 FHL AB WILSYW OFCIA JWOH 3H1 40 AYIATIZ0 XT3/ ONY 350 STMNSSY S8 aid {1}

EW R LEL EFNHLEY
SNSNT S30UA0
LHOHYINO YD

~ (MO HMOO

(NGO OMLIN AMIATYEN INTINGD
Eaﬁmom LMEINDD mm%mmm

HAA ALY
INYISNOD,
RERLLE

JINY Y ONIYIMLS

S FBIORL

MO0

(B840
YR

LHOASNVHL

UEL THER
JMAHSENd

B (L dAUINS

WOOM ONINITHOS
“I0A30 G2ISML
PTET
P Lo

QQh—

osie

e —F) R

A TSN
\ ONLYI0H ONOTIS S
{
'IHOW TOVHOLS

ONY AOVEAYT]  ONBRYIRII Y
WIOTSHOREL (asyaNDISsEs

JON [597

0L WIS
SHOUME MOVEAYId

{74001
ENNYHD

NOILYOINTIAIRGD

(3HN038

AR
NIOROHS

(L]

NOLLYINSNONY

Bl

ONIOHRING TNAYHD 1)

@zmwmwummﬁm mmm H

YLvavIEN

S04
-
’ (1 AMONENN)
B e
%% %wa
400

Y y/

(HEYH SPU HORHD
ALPOTINT

leindsey)

HASNYE] 3T
(31aTHE00Y
FNCIE BNILERE




Patent Application Publication

Jun. 18, 2020 Sheet 38 of 39  US 2020/0192998 A1l

g: e L
ADAPTER
POWER GSM
MGMT FLASH RADIO
| | |
)
% BROADCOM f W
BLUETOOTH 77 ANTENNAS
(300}
i
HARD DRIVE ETHERNET
185D RAM

FIG. 37



Patent Application Publication  Jun. 18, 2020 Sheet 39 of 39  US 2020/0192998 A1

CUSTOMER SERVICES INTERNAL WEB SERVICES
] | COREDS
BROWSER ! WERSIE M
| — SUBSCRIBERS] g
CONTEXT |
 WAREHOUSEDS
T -
e
[FHONE PP+ WOBILE SERVICES| =2 TS| —
APy KEY STORE
SERVIGE
LAYER

FIG. 38



US 2020/0192998 Al

PAIRING DEVICES TO PREVENT DIGITAL
CONTENT MISUSE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation of U.S.
application Ser. No. 15/344,278, filed Nov. 4, 2016, which
claims the benefit of priority of U.S. Provisional Application
No. 62/250,945, filed on Nov. 4, 2015, each of which is
incorporated herein by reference in its entirety.

BACKGROUND

[0002] With the advent of digital data and the Internet,
digital content can now be shared quickly and easily to users
in almost any geographic location. For example, digital
content posted publicly to websites can be accessed by any
user with a computer and internet connection. Although
sharing digital content, particularly digital content that is
intended to be accessed with no restrictions, has become
much easier, the threat of unauthorized access and/or use of
digital content that is intended to be restricted has increased.
For example, some digital content can be intended to be
accessed and/or used under specified restricted conditions,
such as confidential content, sensitive content, licensed
content, etc.

[0003] Current systems focus their security efforts on
restricting initial access to digital content, and provide little
to no security once initial access has been granted. For
example, many systems will require initial user authentica-
tion (e.g., user name, password, device recognition, etc.)
prior to providing access to digital content, but do not
monitor use of the digital content after initial access is
granted. As a result, digital content can easily be misused,
copied, shared, etc. Accordingly, improvements are needed.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0004] To easily identify the discussion of any particular
element or act, the most significant digit or digits in a
reference number refer to the figure number in which that
element is first introduced.

[0005] FIG. 1 shows an example digital content distribu-
tion network.
[0006] FIG. 2 shows a block diagram of a client-side

digital content delivery device configured to determine
whether digital content is being misused based on the
location of the client-side digital content delivery device.
[0007] FIG. 3 shows an example method for determining
whether digital content is being misused based on the
location of a client-side digital content delivery device.
[0008] FIG. 4 shows a block diagram of a client-side
digital content delivery device configured to determine
whether digital content is being misused based on a number
of mobile computing devices detected by the client-side
digital content delivery device.

[0009] FIG. 5 shows an example method for determining
whether digital content is being misused based on a number
of mobile computing devices detected by a client-side digital
content delivery device.

[0010] FIG. 6 shows a block diagram of a client-side
digital content delivery device configured to limit use of
digital content to an authenticated viewing device.
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[0011] FIG. 7 shows an example method for limiting use
of digital content to an authenticated viewing device.
[0012] FIG. 8 shows an example system configured to
determine whether digital content is being misused.

[0013] FIG. 9 shows an example method for determining
whether digital content is being misused.

[0014] FIG. 10 shows a block diagram of a digital content
delivery system configured to determine whether content is
being misused.

[0015] FIG. 11 shows an example method for determining
whether digital content is being misused.

[0016] FIG. 12 shows a block diagram of a digital content
delivery system configured to cluster usage signal data to
determine whether digital content is being misused.

[0017] FIG. 13 shows an example method for clustering
usage signal data to determine whether digital content is
being misused.

[0018] FIG. 14 shows an example method for clustering
usage signal data to determine whether digital content is
being misused.

[0019] FIG. 15 shows an example system configured to
issue digital credentials.

[0020] FIG. 16 shows an example method for issuing
digital credentials.

[0021] FIG. 17 shows an example method for reserving
digital credentials to a scheduled presentation of a digital
content item.

[0022] FIGS. 18A-18L show example screenshots of an
exhibitor interface.

[0023] FIG. 19 is a block diagram illustrating a represen-
tative software architecture, which may be used in conjunc-
tion with various hardware architectures herein described.
[0024] FIG. 20 is a block diagram illustrating components
of a machine, according to some example embodiments,
able to read instructions from a machine-readable medium
(e.g., a machine-readable storage medium) and perform any
one or more of the methodologies discussed herein.

[0025] FIG. 21 is a diagrammatic representation of a
content distribution network within which various example
embodiments may be implemented.

[0026] FIG. 22 is a block diagram illustrating a network-
based movie distribution system, according to some
example embodiments.

[0027] FIG. 23 is a block diagram illustrating a further
details of subscriber management and ticketing technology,
according to some example embodiments, as implemented
between a movie distribution system and exhibitors.
[0028] FIG. 24 is a schematic representation of interac-
tions between various components described with reference
to the preceding figures.

[0029] FIG. 25 illustrates a routine in accordance with one
embodiment.

[0030] FIG. 26 illustrates a routine in accordance with one
embodiment.

[0031] FIG. 27 illustrates a routine in accordance with one
embodiment.

[0032] FIG. 28 illustrates a routine in accordance with one
embodiment.

[0033] FIG. 29 illustrates a routine in accordance with one
embodiment.

[0034] FIG. 30 illustrates a routine in accordance with one
embodiment.
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[0035] FIG. 31 is a diagrammatic representation of a
content distribution network within which various example
embodiments may be implemented.

[0036] FIG. 32 is a diagrammatic representation of
another content distribution network within which various
example embodiments may be implemented.

[0037] FIG. 33 is a diagrammatic representation of yet
another content distribution network within which various
example embodiments may be implemented.

[0038] FIG. 34 is a diagrammatic representation of server-
side watermarking according to some example embodi-
ments.

[0039] FIG. 35 is a diagrammatic representation of set-
top-box watermarking according to some example embodi-
ments.

[0040] FIG. 36 is a diagrammatic representation of the
content distribution network of FIG. 31 with an example
watermarking implementation within which various
example embodiments may be implemented.

[0041] FIG. 37 is a block diagram illustrating a set-top
box, according to some example embodiments.

[0042] FIG. 38 is a diagrammatic representation of ser-
vices of a content distribution network within which various
example embodiments may be implemented.

DETAILED DESCRIPTION

Glossary

[0043] “CARRIER SIGNAL” in this context refers to any
intangible medium that is capable of storing, encoding, or
carrying instructions for execution by the machine, and
includes digital or analog communications signals or other
intangible medium to facilitate communication of such
instructions. Instructions may be transmitted or received
over the network using a transmission medium via a network
interface device and using any one of a number of well-
known transfer protocols.

[0044] “CLIENT-SIDE DIGITAL CONTENT DELIV-
ERY DEVICE” in this context refers to any machine that
interfaces to a communication network to obtain resources
from one or more server systems or other computing device.
A client-side digital content delivery device may be, but is
not limited to, a mobile phone, desktop computer, laptop,
portable digital assistants (PDAs), smart phones, tablets,
ultra books, netbooks, laptops, multi-processor systems,
microprocessor-based or programmable consumer electron-
ics, game consoles, set-top boxes, or any other communi-
cation device that a user may use to access a network.
[0045] “COMMUNICATION NETWORK” in this con-
text refers to one or more portions of a network that may be
an ad hoc network, an intranet, an extranet, a virtual private
network (VPN), a local area network (LAN), a wireless
LAN (WLAN), a wide area network (WAN), a wireless
WAN (WWAN), a metropolitan area network (MAN), the
Internet, a portion of the Internet, a portion of the Public
Switched Telephone Network (PSTN), a plain old telephone
service (POTS) network, a cellular telephone network, a
wireless network, a Wi-Fi® network, another type of net-
work, or a combination of two or more such networks. For
example, a network or a portion of a network may include
a wireless or cellular network and the coupling may be a
Code Division Multiple Access (CDMA) connection, a
Global System for Mobile communications (GSM) connec-
tion, or other type of cellular or wireless coupling. In this
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example, the coupling may implement any of a variety of
types of data transfer technology, such as Single Carrier
Radio Transmission Technology (1xRTT), Evolution-Data
Optimized (EVDO) technology, General Packet Radio Ser-
vice (GPRS) technology, Enhanced Data rates for GSM
Evolution (EDGE) technology, third Generation Partnership
Project (3GPP) including 3G, fourth generation wireless
(4G) networks, Universal Mobile Telecommunications Sys-
tem (UMTS), High Speed Packet Access (HSPA), World-
wide Interoperability for Microwave Access (WiMAX),
Long Term Evolution (LTE) standard, others defined by
various standard setting organizations, other long range
protocols, or other data transfer technology.

[0046] “DIGITAL CONTENT DELIVERY SYSTEM OR
DIGITAL CONTENT DISTRIBUTION NETWORK” in
this context refers to a system of distributed servers (e.g.
networked proxy server) that deliver digital content to a user.
[0047] “MACHINE-READABLE MEDIUM?” in this con-
text refers to a component, device or other tangible media
able to store instructions and data temporarily or perma-
nently and may include, but is not limited to, random-access
memory (RAM), read-only memory (ROM), buffer memory,
flash memory, optical media, magnetic media, cache
memory, other types of storage (e.g., Frasable Program-
mable Read-Only Memory (EEPROM)) and/or any suitable
combination thereof. The term “machine-readable medium”
should be taken to include a single medium or multiple
media (e.g., a centralized or distributed database, or asso-
ciated caches and servers) able to store instructions. The
term “machine-readable medium” shall also be taken to
include any medium, or combination of multiple media, that
is capable of storing instructions (e.g., code) for execution
by a machine, such that the instructions, when executed by
one or more processors of the machine, cause the machine
to perform any one or more of the methodologies described
herein. Accordingly, a “machine-readable medium” refers to
a single storage apparatus or device, as well as “cloud-
based” storage systems or storage networks that include
multiple storage apparatus or devices. The term “machine-
readable medium” excludes signals per se.

[0048] “MODULE” in this context refers to logic having
boundaries defined by function or subroutine calls, branch
points, application program interfaces (APIs), or other tech-
nologies that provide for the partitioning or modularization
of particular processing or control functions. Modules are
typically combined via their interfaces with other modules to
carry out a machine process. A module may be a packaged
functional hardware unit designed for use with other com-
ponents and a part of a program that usually performs a
particular function of related functions. Modules may con-
stitute either software modules (e.g., code embodied on a
machine-readable medium) or hardware modules. A “hard-
ware module” is a tangible unit capable of performing
certain operations and may be configured or arranged in a
certain physical manner.

[0049] In various example embodiments, one or more
computer systems (e.g., a standalone computer system, a
client computer system, or a server computer system) or one
or more hardware modules of a computer system (e.g., a
processor or a group of processors) may be configured by
software (e.g., an application or application portion) as a
hardware module that operates to perform certain operations
as described herein. In some embodiments, a hardware
module may be implemented mechanically, electronically,
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or any suitable combination thereof. For example, a hard-
ware module may include dedicated circuitry or logic that is
permanently configured to perform certain operations. For
example, a hardware module may be a special-purpose
processor, such as a Field-Programmable Gate Array
(FPGA) or an Application Specific Integrated Circuit
(ASIC).

[0050] A hardware module may also include program-
mable logic or circuitry that is temporarily configured by
software to perform certain operations. For example, a
hardware module may include software executed by a
general-purpose processor or other programmable proces-
sor. Once configured by such software, hardware modules
become specific machines (or specific components of a
machine) uniquely tailored to perform the configured func-
tions and are no longer general-purpose processors. It will be
appreciated that the decision to implement a hardware
module mechanically, in dedicated and permanently config-
ured circuitry, or in temporarily configured circuitry (e.g.,
configured by software) may be driven by cost and time
considerations. Accordingly, the phrase “hardware module”
(or “hardware-implemented module”) should be understood
to encompass a tangible entity, be that an entity that is
physically constructed, permanently configured (e.g., hard-
wired), or temporarily configured (e.g., programmed) to
operate in a certain manner or to perform certain operations
described herein.

[0051] Considering embodiments in which hardware mod-
ules are temporarily configured (e.g., programmed), each of
the hardware modules need not be configured or instantiated
at any one instance in time. For example, where a hardware
module comprises a general-purpose processor configured
by software to become a special-purpose processor, the
general-purpose processor may be configured as respec-
tively different special-purpose processors (e.g., comprising
different hardware modules) at different times. Software
accordingly configures a particular processor or processors,
for example, to constitute a particular hardware module at
one instance of time and to constitute a different hardware
module at a different instance of time.

[0052] Hardware modules can provide information to, and
receive information from, other hardware modules. Accord-
ingly, the described hardware modules may be regarded as
being communicatively coupled. Where multiple hardware
modules exist contemporaneously, communications may be
achieved through signal transmission (e.g., over appropriate
circuits and buses) between or among two or more of the
hardware modules. In embodiments in which multiple hard-
ware modules are configured or instantiated at different
times, communications between such hardware modules
may be achieved, for example, through the storage and
retrieval of information in memory structures to which the
multiple hardware modules have access. For example, one
hardware module may perform an operation and store the
output of that operation in a memory device to which it is
communicatively coupled. A further hardware module may
then, at a later time, access the memory device to retrieve
and process the stored output. Hardware modules may also
initiate communications with input or output devices, and
can operate on a resource (e.g., a collection of information).
[0053] The various operations of example methods
described herein may be performed, at least partially, by one
or more processors that are temporarily configured (e.g., by
software) or permanently configured to perform the relevant
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operations. Whether temporarily or permanently configured,
such processors may constitute processor-implemented
modules that operate to perform one or more operations or
functions described herein. As used herein, “processor-
implemented module” refers to a hardware module imple-
mented using one or more processors. Similarly, the meth-
ods described herein may be at least partially processor-
implemented, with a particular processor or processors
being an example of hardware. For example, at least some
of the operations of a method may be performed by one or
more processors or processor-implemented modules. More-
over, the one or more processors may also operate to support
performance of the relevant operations in a “cloud comput-
ing” environment or as a “software as a service” (SaaS). For
example, at least some of the operations may be performed
by a group of computers (as examples of machines including
processors), with these operations being accessible via a
network (e.g., the Internet) and via one or more appropriate
interfaces (e.g., an Application Program Interface (API)).
The performance of certain of the operations may be dis-
tributed among the processors, not only residing within a
single machine, but deployed across a number of machines.
In some example embodiments, the processors or processor-
implemented modules may be located in a single geographic
location (e.g., within a home environment, an office envi-
ronment, or a server farm). In other example embodiments,
the processors or processor-implemented modules may be
distributed across a number of geographic locations.

[0054] “PROCESSOR” in this context refers to any circuit
or virtual circuit (a physical circuit emulated by logic
executing on an actual processor) that manipulates data

2 <

values according to control signals (e.g., “commands”, “op
codes”, “machine code”, etc.) and which produces corre-
sponding output signals that are applied to operate a
machine. A processor may, for example, be a Central Pro-
cessing Unit (CPU), a Reduced Instruction Set Computing
(RISC) processor, a Complex Instruction Set Computing
(CISC) processor, a Graphics Processing Unit (GPU), a
Digital Signal Processor (DSP), an Application Specific
Integrated Circuit (ASIC), a Radio-Frequency Integrated
Circuit (RFIC) or any combination thereof. A processor may
further be a multi-core processor having two or more
independent processors (sometimes referred to as “cores™)
that may execute instructions contemporaneously.

DESCRIPTION

[0055] A portion of the disclosure of this patent document
contains material that is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as it appears in the Patent and Trademark Office patent
files or records, but otherwise reserves all copyright rights
whatsoever. The following notice applies to the software and
data as described below and in the drawings that form a part
of this document: Copyright 2015, SCREENING ROOM
MEDIA, INC., All Rights Reserved.

[0056] The description that follows includes systems,
methods, techniques, instruction sequences, and computing
machine program products that embody illustrative embodi-
ments of the disclosure. In the following description, for the
purposes of explanation, numerous specific details are set
forth in order to provide an understanding of various
embodiments of the inventive subject matter. It will be
evident, however, to those skilled in the art, that embodi-
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ments of the inventive subject matter may be practiced
without these specific details. In general, well-known
instruction instances, protocols, structures, and techniques
are not necessarily shown in detail.

Drawings

[0057] The current application discloses a number of
technologies that may be used, in example embodiments, to
address and mitigate challenges with enforcing access and/
or usage restrictions on digital content. These technologies
monitor use of digital content and suspend or terminate
access to digital content when certain behaviors are detected.
[0058] FIG. 1 shows an example digital content distribu-
tion network. It shall be appreciated that although the
various functional components of network 100 are discussed
in a singular sense, multiple instances of one or more of the
various functional components may be employed.

[0059] Network 100 includes multiple computing devices
connected to communication network 102 and configured to
communicate with each other through use of communication
network 102. A computing device can be any type of general
computing device capable of network communication with
other computing devices. For example, a computing device
can be a personal computing device such as a desktop or
workstation, a business server, or a portable computing
device, such as a laptop, smart phone, or a tablet PC. A
computing device can include some or all of the features,
components, and peripherals of machine 2000 of FIG. 20.
[0060] To facilitate communication with other computing
devices, a computing device can include a communication
interface configured to receive a communication, such as a
request, data, etc., from another computing device in net-
work communication with the computing device and pass
the communication along to an appropriate module running
on the computing device. The communication interface can
also be configured to send a communication to another
computing device in network communication with the com-
puting device.

[0061] Network 100 includes digital content delivery sys-
tem 104 and client-side digital content delivery device 106
configured to provide digital content to users, as well as to
enforce access and/or usage restrictions on the digital con-
tent. Digital content can include any type of digital content
or data, such as text files, video files, music files, etc. Digital
content can be associated with one or more intended restric-
tions on access and/or use of the digital content. For
example, digital content can include confidential data and/or
sensitive data, such as personal information (e.g., social
security number), financial information (e.g., bank records,
account numbers, etc.), medical records, confidential work
materials, etc., that are restricted for use by specified people.
Digital content can also include licensed content, such as
movie rentals, movie purchases, music rentals, etc., that can
be restricted for use by a specified person or audience,
during specified times, etc.

[0062] Restrictions can include any type of restriction
regarding accessing and/or using the digital content, such as
a specified user or specified set of users that can access
and/or use the digital content, a specified time period during
which the digital content can be accessed and/or used, a
specified geographic location where the digital content can
be accessed and/or used, restrictions on how the digital
content can be accessed and/or used, restrictions on whether
the digital content can be copied and/or shared, etc.
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[0063] Innetwork 100, digital content delivery system 104
and client-side digital content delivery device 106 can work
together to provide users with access to digital content, as
well as to enforce access and/or usage restrictions on the
digital content. For example, digital content delivery system
104 and client-side digital content delivery device 106 can
monitor one or more usage signals to ensure that digital
content is not being misused (e.g., that restrictions associ-
ated with the digital content are not being violated). In the
event that digital content is being misused, or is potentially
being misused, digital content delivery system 104 and/or
client-side digital content delivery device 106 can execute
one or more remedial actions, such as suspend or terminate
a user’s access to the digital content, gather additional data,
investigate use of the digital content, etc.

[0064] In network 100, a user can interact with digital
content delivery system 104 through client-side digital con-
tent delivery device 106 connected to communication net-
work 102 by direct and/or indirect communication. Digital
content delivery system 104 can be comprised of one or
more computing devices configured to work with client-side
digital content delivery device 106 to provide users with
digital content, as well as to enforce access and/or usage
restrictions on the digital content. Digital content delivery
system 104 can support connections from a variety of
different types of client-side digital content delivery devices
106, such as desktop computers; mobile computers; mobile
communications devices (e.g. mobile phones, smart phones,
tablets, etc.); smart televisions; set-top boxes; and/or any
other network-enabled computing devices. Client-side digi-
tal content delivery device 106 can be of varying type,
capabilities, operating systems, etc. Furthermore, digital
content delivery system 104 can concurrently accept con-
nections from and interact with multiple client-side digital
content delivery devices 106.

[0065] A user can interact with digital content delivery
system 104 via client-side application 108 installed on
client-side digital content delivery device 106. In some
embodiments, client-side application 108 can include a
digital content delivery system-specific component. For
example, the component can be a stand-alone application,
one or more application plug-ins, and/or a browser exten-
sion. Client-side application 108 can present a user interface
(UID) for the user to interact with digital content delivery
system 104. For example, the Ul can provide the user with
digital content as well as include one or more user interface
elements (e.g., buttons, text fields, etc.) to enable a user to
interact with digital content delivery system 104.

[0066] Additionally, client-side application 108 can pres-
ent a user with digital content. Client-side application 108
can utilize one or more output devices (e.g., display, speaker,
etc.) of client-side digital content delivery device 106 and/or
a secondary computing device (not shown) coupled to
client-side digital content delivery device 106 to present
digital content received from digital content delivery system
104. For example, in an embodiment in which client-side
digital content delivery device 106 is a mobile phone,
client-side application 108 can cause presentation of digital
content using a display and/or speaker of the mobile phone.
As another example, in an embodiment in which client-side
digital content delivery device 106 is a set-top box, client-
side application 108 can cause presentation of digital content
on a display of a viewing device (e.g., television, monitor,
etc.) that is connected to the set-top box.
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[0067] In some embodiments, client-side application 108
can embed digital content with a digital watermark that can
be used if the digital content has been misused. For example,
the digital watermark can be embedded with an identifier for
client-side digital content delivery device 106. Once embed-
ded in the digital content, the digital watermark will be
present in any copies made of the digital content, including
unauthorized copies. Hence, if an unauthorized copy of
digital content is found, the digital watermark embedded in
the unauthorized copy can be used to identify the source.
[0068] Digital content delivery system 104 can be config-
ured to manage digital content for multiple user accounts.
For example, digital content delivery system 104 can allow
users to store, access, rent and/or purchase digital content.
[0069] To facilitate the various services provided by digi-
tal content delivery system 104, a user can create a user
account with digital content delivery system 104. The
account information for each created user account can be
maintained in user account database 110. User account
database 110 can store profile information for each user
account, including a unique account identifier identifying
the user account, personal information, username, password,
email address, home address, credit card information, bank-
ing information, etc. User account database 110 can also
include account management information, such as data
storage locations, security settings, personal configuration
settings, device identifier for client-side digital content
delivery devices 106 that are authorized to access the user
account, etc.

[0070] A user account can be used to purchase, rent,
manage and store digital content, such as digital data,
documents, text files, audio files, video files, etc. For
example, digital content delivery system 104 can provide an
online retailer where users can purchase/rent digital content,
such as movies, shows, books, music, etc.

[0071] Upon digital content being purchased and/or rented
by a user, the user’s account can be updated to indicate that
the user has acquired a license to the purchased and/or rented
digital content. This can allow the user to access the digital
content using client-side digital content delivery devices
106. For example, a digital content identifier identifying
rented and/or purchased digital content (e.g., movie) can be
assigned to a user account in user account database 110 and
associated with the corresponding user account. The digital
content identifier can be used to identify the digital content
as well as the location of the digital content.

[0072] Further, the user’s account can be updated with
data defining restrictions associated with the digital content,
such users authorized to access or use the digital content,
geographic locations where the digital content can be
accessed, times during which the digital content can be
accessed, etc. In some embodiments, the restrictions can be
based on a license purchased by the user with respect to
digital content. For example, a user may have purchased a
limited rental of a movie that entitles the user to view the
movie a limited number of times, during a limited time
and/or with a limited number of other users.

[0073] Digital content can be stored in data storage 112.
Data storage 112 can be a storage device, multiple storage
devices, or a server. Alternatively, data storage 112 can be a
cloud storage provider or network storage accessible via one
or more communication networks. Digital content delivery
system 104 can hide the complexity and details regarding
storage of digital content from client-side digital content
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delivery device 106 such that the location of digital content
stored by digital content delivery system 104 is not known
by client-side digital content delivery device 106. Digital
content delivery system 104 can store the digital content in
a network accessible storage (SAN) device, in a redundant
array of inexpensive disks (RAID), etc. Data storage 112 can
store digital content using one or more partition types, such
as FAT, FAT32, NTFS, EXT2, EXT3, EXT4, ReiserFS,
BTRFS, and so forth.

[0074] Data storage 112 can also store metadata describing
digital content, digital content types, and the relationship of
digital content to various user accounts. The metadata can be
stored as part of the digital content or can be stored sepa-
rately. In one variation, digital content stored in data storage
112 can be assigned a system-wide unique identifier. In some
embodiments, the metadata can include restrictions associ-
ated with the digital content.

[0075] Digital content delivery system 104 can include
management module 114 configured to manage and access
each user account and the digital content assigned to the user
accounts. For example, management module 114 can be
configured to communicate with user account database 110
and data storage 112 to adjust privileges and otherwise
manage access to digital content.

[0076] Upon a user logging into their user account from
client-side digital content delivery device 106, management
module 114 can access the account information associated
with the user account to identify digital content assigned to
the user account, as well as any corresponding restrictions
placed on the digital content. Management module 114 can
enable a user to access and/or use the digital content
assigned to the user’s account. For example, management
module 114 can access the user’s account to identify digital
content identifiers assigned to the user account. Manage-
ment module 114 can use the digital content identifiers to
identify and locate the digital content assigned to the user’s
account, which can be presented according to the account
configuration data.

[0077] Management module 114 can also update the user’s
profile to update the user’s usage history. Each user’s profile
can include a usage history indicating the digital content that
the user has accessed and/or used, as well as metadata
describing each use. This can include the times at which the
user accessed and/or used the digital content, as well as any
other usage signal data, such as a number of mobile com-
puting devices present during usage, geographic location of
the user when accessing the digital content, client-side
digital content delivery device 106 used to access the digital
content, etc. Management module 114 can access a user’s
account and update the user’s usage history as the user
accesses and/or uses digital content to record each use.

[0078] As explained above, in network 100, digital content
delivery system 104 and client-side digital content delivery
device 106 can monitor one or more usage signals to ensure
that digital content is not being misused and, in the event that
digital content is potentially being misused, execute one or
more remedial actions. Usage signals can be any type of data
gathered with regard to presenting digital content. For
example, usage signals can include the user’s usage history,
frequency that a user accesses digital content, a number of
times the user has accessed a particular item of digital
content (e.g., a particular movie, document, etc.), a number
of detected users viewing the digital content, location of the
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user when accessing digital content, configuration changes
prior to or while accessing digital content, etc.

[0079] Digital content delivery system 104 and client-side
data detection device 106 can each gather and share usage
signal data to determine whether digital content is poten-
tially being misused and, in the event that digital content is
potentially being misused, execute one or more remedial
actions. For example, digital content delivery system 104
can include digital content misuse management application
116 configured to determine whether digital content is
potentially being misused and, in the event that digital
content is potentially being misused, execute one or more
remedial actions. Likewise, client-side application 108 can
be configured to determine whether digital content is poten-
tially being misused and, in the event that digital content is
potentially being misused, execute one or more remedial
actions. Specific embodiments of digital content delivery
system 104 and client-side digital content delivery device
106 determining whether digital content has been misused
are discussed in greater detail in the discussion below.
[0080] A remedial action can be one or more actions
performed with the intent of stopping misuse of digital
content. For example, a remedial action can include termi-
nating performance of digital content, suspending perfor-
mance of digital content, disabling client-side digital content
delivery device 106, gathering additional data to determine
whether a suspected misuse of digital content is in fact a
misuse of the content, etc.

[0081] A remedial action can be performed by digital
content delivery system 104 and/or client-side digital con-
tent delivery device 106. As shown, digital content delivery
system 104 includes remedial action module 118 configure
to execute remedial actions. Likewise, client-side digital
content delivery device 106 includes remedial action module
120 configured to execute remedial actions.

[0082] In some embodiments, a remedial action can
include terminating performance of digital content, which
can cause the performance of digital content being per-
formed by client-side digital content delivery device 106 to
end. For example, remedial action module 118 can cause
digital content delivery system 104 to stop transmitting (e.g.,
streaming, downloading, etc.) the digital content to client-
side digital content delivery device 106, thereby terminating
performance of the digital content. As another example,
remedial action module 118 can transmit a command to
client-side digital content delivery device 106 to stop per-
forming the digital content. As another example, remedial
action module 120 can cause client-side digital content
delivery device 106 to terminate performance of the digital
content.

[0083] In some embodiments, a remedial action can
include causing client-side digital content delivery device
106 to suspend performance of digital content. In contrast to
terminating performance of digital content, suspending per-
formance can include pausing performance of the digital
content. This can be for a specified period of time or until a
command is received to resume performance. For example,
digital content delivery system 104 can transmit a command
to client-side digital content delivery device 106 to resume
performance of the suspended digital content. This can be
the result of digital content delivery system 104 determining
that the digital content is not being misused.

[0084] In some embodiments, a remedial action can
include disabling client-side digital content delivery device
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106. Disabling client-side digital content delivery device
106 can cause client-side digital content delivery device 106
to be inoperable to perform any function by the user.
[0085] In some embodiments, a remedial action can
include gathering additional information to determine
whether a suspected misuse of digital content is in fact a
misuse. Remedial action module 118 and/or remedial action
module 120 can cause social media activity of one or more
users associated with client-side digital content delivery
device 106 to be scanned to gather information indicating
that the user(s) are misusing digital content. For example,
remedial action module 118 and/or remedial action module
120 can scan a user’s social media activity for postings
indicating that the user allowed unauthorized access to
digital content (e.g., hosting viewing of movies for large
audiences).

[0086] In some embodiments, a remedial action can
include simply presenting a user with a warning or message
indicating that the user is suspected of misusing digital
content. Although several examples of remedial actions are
given, these are just some examples and are not meant to be
limiting.

[0087] FIG. 2 shows a block diagram 200 of client-side
digital content delivery device 106 configured to determine
whether digital content is being misused based on the
location of client-side digital content delivery device 106. To
avoid obscuring the inventive subject matter with unneces-
sary detail, various functional components (e.g., modules)
that are not germane to conveying an understanding of the
inventive subject matter have been omitted from FIG. 2.
However, a skilled artisan will readily recognize that various
additional functional components may be supported to
facilitate additional functionality that is not specifically
described herein. Furthermore, the various functional mod-
ules depicted in FIG. 2 may reside on a single computing
device or may be distributed across several computing
devices in various arrangements such as those used in
cloud-based architectures.

[0088] In some instances, digital content may be associ-
ated with geographic based restrictions that restrict use of
the digital content to a specified geographic location and/or
within a specified geographic area. For example, digital
content such as confidential work materials may include a
geographic restriction that the confidential work materials
only be accessed within a predetermined distance of a work
office. As another example, digital content such as a movie
with a limited use license (e.g., rented movie) may include
a geographic restriction that the movie only be played within
a predetermined distance of a renting user’s house. Client-
side digital content delivery device 106 can be configured to
monitor the geographic location of client-side digital content
delivery device 106 prior to, during and/or after performance
of digital content and execute a remedial action if the
location of the client-side digital content delivery device 106
is outside of a permitted geographic area.

[0089] As shown, client-side digital content delivery
device 106 includes geographic tracking component 202,
which can determine the geographic location of client-side
digital content delivery device 106. Geographic tracking
component 202 can determine the location of client-side
digital content delivery device 106 using any known loca-
tion tracking technique or technology. For example, geo-
graphic tracking component 202 can determine the location
of client-side digital content delivery device 106 using a
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Global Positioning System (GPS), control plane locating
techniques, cellular tower triangulation, real-time locating,
satellite tracking, etc.

[0090] Client-side application 108 can be configured to
gather location data from geographic tracking component
202 and use the location data to determine whether digital
content is being misused. Client-side application 108 can
include location monitoring module 204 that is configured to
communicate with geographic tracking component 202 to
periodically gather location data describing the current loca-
tion of client-side digital content delivery device 106.
[0091] Location monitoring module 204 can communicate
with geographic tracking component 202 to request the
current location of client-side digital content delivery device
106 at specified time intervals. For example, location moni-
toring module 204 can request the current location of
client-side digital content delivery device 106 every 10
seconds, 20 seconds, 1 minute, etc. Location monitoring
module 204 can request the current location of client-side
data delivery prior to, during, and/or after client-side appli-
cation 108 presents digital content.

[0092] Location monitoring module 204 can utilize the
gathered location data to determine whether the current
location of client-side digital content delivery device 106 is
within a predetermined geographic area in which client-side
digital content delivery device 106 is authorized to present
digital content. Digital content received by client-side digital
content delivery device 106 from digital content delivery
system 104 can include metadata indicating one or more
geographic areas in which client-side digital content deliv-
ery device 106 is authorized to present the digital content.
Client-side digital content delivery device 106 can store the
received metadata in data storage 206. The metadata can
include coordinate data describing the boundaries of geo-
graphic areas where client-side digital content delivery
device 106 is authorized to present the digital content.
Alternatively, the metadata can include a geographic coor-
dinate along with a radius indicating an authorized distance
from the geographic area in which client-side digital content
delivery device 106 is authorized to present the digital
content.

[0093] Location monitoring module 204 can access data
storage 206 to gather the metadata indicating one or more
geographic areas in which client-side digital content deliv-
ery device 106 is authorized to present the digital content.
Location monitoring module 204 can then use the current
location of the client-side digital content delivery device 106
and the metadata indicating one or more geographic areas in
which client-side digital content delivery device 106 is
authorized to present the digital content to determine
whether the current location of client-side digital content
delivery device 106 is within a predetermined geographic
area in which client-side digital content delivery device 106
is authorized to present digital content.

[0094] In response to determining that client-side digital
content delivery device 106 is outside of the predetermined
geographic area, client-side digital content delivery device
106 can execute a remedial action. As shown, client-side
digital content delivery device 106 can include remedial
action module 120, which can perform one or more remedial
actions. In response to determining that client-side digital
content delivery device 106 is outside of the predetermined
geographic area, location monitoring module 204 can notify
remedial action module 120. Remedial action module 120
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can then perform one or more remedial action, such as
suspending performance of digital content, disabling client-
side digital content delivery device 106, etc.

[0095] FIG. 3 shows an example method 300 for deter-
mining whether digital content is being misused based on
the location of a client-side digital content delivery device
(e.g., the device 106 of FIGS. 1 and 2). It should be
understood that there can be additional, fewer, or alternative
steps performed in similar or alternative orders, or in par-
allel, within the scope of the various embodiments unless
otherwise stated.

[0096] At step 302, a client-side content delivery device
receives digital content from a remote server. The remote
server can be part of a digital content delivery system (e.g.,
the digital content delivery system 104). The digital content
can be associated with one or more usage restrictions, such
as a geographic restriction that dictates one or more prede-
termined geographic areas in which the client-side digital
content delivery device is authorized to present the digital
content.

[0097] In some embodiments, the client-side content
delivery device can receive, from the remote server, data
identifying the predetermined geographic area in which the
client-side content delivery device is authorized to present
the digital content. For example, the data can be received
along with the digital content. Alternatively, the data can be
received separately from the digital content.

[0098] In some embodiments, the predetermined geo-
graphic area in which the client-side content delivery device
is authorized to present the digital content is based on a
geographic location of a dwelling associated with the client-
side content delivery device. For example, digital content
such as a movie rental can be restricted to use within a
predetermined geographic distance of the renting user’s
house.

[0099] In some embodiments, the predetermined geo-
graphic area in which the client-side content delivery device
is authorized to present the digital content is based on a
license acquired for the digital content. Digital content such
as a movie rental may be limited based on a license
purchased by the renting user. For example, a basic rental
can allow the user to present the movie within a limited
distance of the user’s house. Alternatively, a higher cost
rental may allow the user to present the movie in a larger
venue.

[0100] At step 304, the client-side digital content delivery
device determines a current location of the client-side digital
content delivery device. The client-side digital content
delivery device can determine the current location of the
client-side digital content delivery device using any known
technique and or technology. For example, in some embodi-
ments, the client-side digital content delivery device can
determine the current location of the client-side digital
content delivery device using a Global Positioning Service
(GPS). As another example, the client-side digital content
delivery device can determine the current location of the
client-side digital content delivery device using cellular
tower triangulation techniques.

[0101] At step 306, the client-side digital content delivery
device determines, based on the current location of the
client-side digital content delivery device, that the client-
side digital content delivery device is outside of a predeter-
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mined geographic area in which the client-side digital con-
tent delivery device is authorized to present the digital
content.

[0102] At step 308, the client-side digital content delivery
device executes a remedial action in response to determining
that the client-side digital content delivery device is outside
of the predetermined geographic area. For example, the
client-side digital content delivery device can terminate
performance of the digital content, disable the client-side
digital content delivery device, suspend performance of the
digital content, etc.

[0103] FIG. 4 shows a block diagram 400 of client-side
digital content delivery device 106 configured to determine
whether digital content is being misused based on a number
of mobile computing devices detected by client-side digital
content delivery device 106. To avoid obscuring the inven-
tive subject matter with unnecessary detail, various func-
tional components (e.g., modules) that are not germane to
conveying an understanding of the inventive subject matter
have been omitted from FIG. 4. However, a skilled artisan
will readily recognize that various additional functional
components may be supported to facilitate additional func-
tionality that is not specifically described herein. Further-
more, the various functional modules depicted in FIG. 4 may
reside on a single computing device or may be distributed
across several computing devices in various arrangements
such as those used in cloud-based architectures.

[0104] Insome instances, digital content can be associated
with restrictions on the number of users that may view the
digital content. For example, digital content such as personal
information can be intended for use by a limited number of
people. Accordingly, personal information may have a
restriction on the number of people that can view the
personal data. As another example, digital content such as a
movie with a limited use license (e.g., rented movie) may
include a restriction on the number of users that are allowed
to view the rented movie. Client-side digital content delivery
device 106 can be configured to monitor the number of
nearby users during performance of digital content and
execute a remedial action if the number of users exceeds a
threshold allowable number of users.

[0105] As shown, client-side digital content delivery
device 106 includes device detection component 402.
Device detection component 402 can be configured to detect
a number of mobile computing devices (e.g., cell phones,
tablets, etc.) that are within a geographic distance of client-
side digital content delivery device 106. Device detection
component 402 can detect the number of mobile computing
device using one or more techniques. For example, in some
embodiments, device detection component 402 can scan a
home network, such as a Wi-Fi network, to determine the
number of mobile computing devices that are connected to
the home network. As another example, device detection
component 402 can scan for short wave connectivity signals
(e.g., Bluetooth signals) being emitted by mobile computing
devices.

[0106] As shown, client-side application 108 can include
device monitoring module 404. Device monitoring module
404 can be configured to communicate with device detection
component 402 to request the number detected mobile
computing devices and determine, based on the number of
detected mobile computing devices, whether a number of
users viewing the digital content exceeds a threshold number
of authorized users associated with the digital content.
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[0107] Device monitoring module 404 can communicate
with device detection component 402 at specified time
intervals to request the number of detected mobile comput-
ing devices. For example, device detection module 404 can
transmit a request every 10 seconds, 20 seconds, 1 minute,
etc. Device monitoring module 404 can request the number
of detected mobile computing devices prior to, during and/or
after client-side application 108 is presenting digital content.
[0108] Device monitoring module 404 can utilize the
number of detected mobile computing devices to determine
whether a number of users viewing the digital content
exceeds a threshold number of authorized users associated
with the digital content. Device monitoring module 404 can
determine the number of users viewing the digital content
based on an assumption that most users own and regularly
carry a mobile computing device, such as a mobile phone.
Accordingly, device monitoring module 404 can determine
the number of users viewing the digital content based on the
number of mobile computing devices detected by device
detection component 402. For example, device monitoring
module 404 can determine that each detected mobile com-
puting device indicates a unique user viewing the digital
content.

[0109] In some embodiments, device monitoring module
404 can determine the number of users viewing the digital
content based on the type of mobile computing devices
detected by device detection component 402. In some
instances, a single user may have multiple mobile comput-
ing devices, such as a smartphone, tablet and/or laptop
computer. While a user may have multiple mobile comput-
ing devices with them, generally a user carries only a single
mobile phone. Accordingly, in some embodiments, device
monitoring module 404 can determine the number of users
viewing the digital content based on the number of mobile
phones that are detected by device detection component 402,
rather than the overall number of mobile computing devices
detected by device detection component 402.

[0110] Device monitoring module 404 can determine the
type of mobile computing devices using any known tech-
nique. For example, device monitoring module 404 can
gather metadata from the detected mobile computing
devices that indicate the type of mobile computing device,
such as a device identifier that can be used to discern the
mobile computing device type. In some instances, a mobile
computing device may include a descriptive name indicating
the mobile computing type, such as “Bob’s Phone” or
“Bob’s Tablet.” Device monitoring module 404 can request
the device name from each detected mobile computing
device and analyze the device names to determine the
mobile computing device type.

[0111] Digital content received by client-side digital con-
tent delivery device 106 from digital content delivery system
104 can include metadata indicating a number of authorized
users authorized to view the digital content. Client-side
digital content delivery device 106 can store the received
metadata in data storage 206. Device monitoring module
404 can access data storage 206 to gather the metadata
indicating the number of authorized users authorized to view
the digital content. Device monitoring module 404 can then
use the metadata to determine whether the number of users
viewing the digital content exceeds the threshold number of
authorized users associated with the digital content.

[0112] In response to determining that the number of users
viewing the digital content exceeds the threshold number of
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authorized users associated with the digital content, client-
side digital content delivery device 106 can execute a
remedial action. As shown, client-side digital content deliv-
ery device 106 can include remedial action module 120,
which can perform one or more remedial actions. Device
monitoring module 404 can notify remedial action module
120 that the number of users viewing the digital content
exceeds the threshold number of authorized users associated
with the digital content. Remedial action module 120 can
then perform one or more remedial action, such as suspend-
ing performance of digital content, disabling client-side
digital content delivery device 106, etc.

[0113] FIG. 5 shows an example method 500 for deter-
mining whether digital content is being misused based on a
number of mobile computing devices detected by a client-
side digital content delivery device. It should be understood
that there can be additional, fewer, or alternative steps
performed in similar or alternative orders, or in parallel,
within the scope of the various embodiments, unless other-
wise stated.

[0114] At step 502, the client-side digital content delivery
device (e.g., the device 106) presents digital content that was
received from a remote server. The remote server can be part
of a digital content delivery system (e.g., the system 104).
The digital content can be associated with one or more usage
restrictions, such as a restriction that dictates a number of
users that are authorized to view the digital content.
[0115] In some embodiments, the client-side content
delivery device can receive, from the remote server, data
identifying the number of authorized users associated with
the digital content. For example, the data can be received
along with the digital content. Alternatively, the data can be
received separately from the digital content.

[0116] In some embodiments, the number of authorized
users is based on a number of known residents of a dwelling
associated with the client-side digital content delivery
device. For example, digital content such as a movie rental
can be restricted to use by a renting user and his/her
immediate family.

[0117] In some embodiments, the number of authorized
users is based on a license acquired for the digital content.
Digital content such as a movie rental may be limited based
on a license purchased by the renting user. For example, a
basic rental can allow a user to view the movie with their
immediate family members. Alternatively, a higher cost
rental may allow the user to present the movie to a larger
group.

[0118] At step 504, the client-side digital content delivery
device detects a number of mobile computing devices that
are within a geographic distance of the client-side digital
content delivery device. For example, the client-side digital
content delivery device can detect the number of mobile
computing devices by scanning a home network for mobile
computing devices that are connected to the home network
via Wi-Fi. As another example, the client-side digital content
delivery device can detect the number of mobile computing
devices by scanning for mobile computing devices that are
emitting a Bluetooth signal.

[0119] At step 506, the client-side digital content delivery
device determines, based on the number of mobile comput-
ing devices that are within the geographic distance of the
client-side digital content delivery device, that a number of
users viewing the digital content exceeds a threshold number
of authorized users associated with the digital content. In
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some embodiments, the client-side digital content delivery
device can assume that a unique user is viewing the digital
content for each mobile computing device detected. Alter-
natively, in some embodiments, the client-side digital con-
tent delivery device can assume that a unique user is viewing
the digital content for each mobile computing device
detected that is of a specified type, such as a mobile phone.
[0120] At step 508, the client-side digital content delivery
device executes a remedial action in response to determining
that the number of users viewing the digital content exceeds
the threshold number of authorized users associated with the
digital content. For example, the client-side digital content
delivery device can terminate performance of the digital
content, disable the client-side digital content delivery
device, suspend performance of the digital content, etc.
[0121] FIG. 6 shows a block diagram 600 of client-side
digital content delivery device 106 configured to limit use of
digital content to an authenticated viewing device. To avoid
obscuring the inventive subject matter with unnecessary
detail, various functional components (e.g., modules) that
are not germane to conveying an understanding of the
inventive subject matter have been omitted from FIG. 6.
However, a skilled artisan will readily recognize that various
additional functional components may be supported to
facilitate additional functionality that is not specifically
described herein. Furthermore, the various functional mod-
ules depicted in FIG. 6 may reside on a single computing
device or may be distributed across several computing
devices in various arrangements such as those used in
cloud-based architectures.

[0122] In some embodiments, client-side digital content
delivery device 106 can be restricted to use with an autho-
rized viewing device. For example, in embodiments where
client-side digital content delivery device 106 is a set-top
box, client-side digital content delivery device 106 can be
restricted for use with an authorized viewing device, such as
a television, monitor, etc. As a result, digital content pre-
sented by client-side digital content delivery device 106 can
be restricted to specified areas. For example, digital content
such as confidential work materials can be restricted to a
display located in a conference room at a company office. As
another example, digital content such as a movie rental can
be restricted to use on a renting user’s television.

[0123] In some embodiments, a viewing device can be
designated as an authorized viewing device upon initially
being paired with client-side digital content delivery device
106 (e.g., a physical connection is made between client-side
digital content delivery device 106 and the viewing device
using a cable). If the pairing between client-side digital
content delivery device 106 and the authorized viewing
device is broken (e.g., the physical cable is disconnected)
and/or client-side digital content delivery device 106 is
paired to a different viewing device that is not authorized,
client-side digital content delivery device 106 can execute a
remedial action.

[0124] As shown in FIG. 6, client-side application 108
includes authorization module 602. Authorization module
602 can be configured to authorize a viewing device to
present digital content received by client-side digital content
delivery device 106 from digital content delivery system
104. Authorization module 602 can detect that client-side
digital content delivery device 106 is paired to a viewing
device. For example, authorization module 602 can deter-
mine that a connection has been made between client-side



US 2020/0192998 Al

digital content delivery device 106 and the viewing device.
The connection can be a physical connection (e.g., a cord
connected to client-side digital content delivery device 106
and the viewing device) or a wireless connection (e.g., a
Bluetooth or other wireless connection).

[0125] Upon detecting that a viewing device is paired to
client-side digital content delivery device 106, authorization
module 602 can designate the viewing device as an autho-
rized viewing device. For example, authorization module
602 can communicate with the viewing device to gather a
device identifier identifying the viewing device. Authoriza-
tion module 602 can record the device identifier in data
storage 206 to indicate that the viewing device is authorized
to present digital content received by client-side digital
content delivery device 106 from digital content delivery
system 104.

[0126] Client-side digital content delivery device 106 can
reference the device identifier stored in data storage 206 to
ensure that a viewing device paired with client-side digital
content delivery device 106 is authorized to present digital
content. Client-side digital content delivery device 106 can
include authorization checking module 604 configured to
ensure that a viewing device paired with client-side digital
content delivery device 106 is authorized to present digital
content. For example, prior to client-side digital content
delivery device 106 presenting digital content on a viewing
device paired to client-side digital content delivery device
106, authorization checking module 604 can request an
identifier from the viewing device paired to client-side
digital content delivery device 106 and compare it to the
recorded device identifier in data storage 206. If authoriza-
tion checking module 604 determines that the device iden-
tifier received from the viewing device paired to client-side
digital content delivery device 106 matches the recorded
device identifier, authorization checking module 604 can
allow the digital content to be presented on the viewing
device. Alternatively, if authorization checking module 604
determines that the device identifier received from the
viewing device paired to client-side digital content delivery
device 106 does not match the recorded device identifier,
remedial action module 120 can execute one or more
remedial actions.

[0127] The number of viewing devices that can be autho-
rized with client-side digital content delivery device 106 can
be limited to a maximum allowable number. For example,
client-side digital content delivery device 106 can be limited
to a maximum of 1, 2, 3, etc., authorized viewing device.

[0128] In situations where the maximum number of view-
ing devices authorized with client-side digital content deliv-
ery device 106 has already been met, the user can be
required to request approval to remove one or more of the
authorized viewing devices to authorize a new viewing
device to be authorized.

[0129] For example, a user may be required to call or
otherwise contact an administrator associated with digital
content delivery system 104 to request that one or more
authorized viewing devices be unauthorized so that a new
viewing device can be authorized.

[0130] If the user’s request is approved, digital content
delivery system 104 can transmit a message to client-side
digital content delivery device 106 indicating that the
request has been approved. The message can cause client-
side digital content delivery device 106 to unauthorize one
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or more viewing devices. For example, authorization mod-
ule 602 can delete the recorded device identifiers from data
storage 206.

[0131] In some embodiments, client-side digital content
delivery device 106 can be configured to monitor the con-
nection between client-side digital content delivery device
106 and an authorized viewing device that is paired to
client-side digital content delivery device 106 to determine
whether the connection is broken at any time. For example,
after detecting that client-side digital content delivery device
106 is paired with a viewing device, authorization module
602 can monitor the connection to ensure that it remains
intact (e.g., the physical cord remains connected to both
client-side digital content delivery device 106 and the view-
ing device). In response to authorization module 602 detect-
ing that client-side digital content delivery device 106 has
been unpaired from the viewing device (i.e., the connection
between client-side digital content delivery device 106 and
the viewing device has been broken), remedial action mod-
ule 120 can execute a remedial action.

[0132] FIG. 7 shows an example method 700 for limiting
use of digital content to an authenticated viewing device. It
should be understood that there can be additional, fewer, or
alternative steps performed in similar or alternative orders,
or in parallel, within the scope of the various embodiments
unless otherwise stated.

[0133] At step 702, the client-side digital content delivery
device (e.g., device 106) detects that the client-side digital
content delivery device is paired to a viewing device.
Detecting that the client-side content delivery device is
paired to a viewing device can include detecting that a
physical cord has been connected to the client-side digital
content delivery device and the viewing device. For
example, the physical cord can be a High Definition Mul-
timedia Interface (HDMI) cord. Detecting that the client-
side digital content delivery device is paired to a viewing
device can also include determining that the client-side
digital content delivery device has established a wireless
connection with the viewing device utilizing a communica-
tion protocol. For example, the communication protocol can
be Bluetooth.

[0134] After the client-side digital content delivery device
is paired to the viewing device, the client-side digital content
delivery device can designate the viewing device as an
authorized viewing device, thereby enabling the client-side
digital content delivery device to cause digital content
received from a remote server (e.g., digital content delivery
system 104) to be presented on a display of the viewing
device. For example, the client-side digital content delivery
device can receive, from the viewing device, a unique
identifier for the viewing device. The client-side digital
content delivery device can record the unique identifier in a
memory (e.g., data storage) of the client-side digital content
delivery device.

[0135] At step 704, the client-side digital content delivery
device detects that the client-side content delivery device
has been unpaired from the viewing device. For example,
the client-side digital content delivery device can detect that
a physical cord (e.g., HDMI cord) has been unconnected
from either the client-side digital content delivery device or
the viewing device. As another example, the client-side
digital content delivery device can detect that a wireless
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connection (e.g., Bluetooth) between the client-side digital
content delivery device and the viewing device has been
terminated.

[0136] In some embodiments, the client-side digital con-
tent delivery device can use the unique identifier recorded in
memory to detect that the client-side content delivery device
has been unpaired from the viewing device. For example,
the client-side content delivery device can request a unique
identifier from a viewing device paired to the client-side
digital content delivery device. The client-side content
delivery device can compare the received unique identifier
to the unique identifier recorded in the memory of the
client-side digital content delivery device. If the unique
identifier received from the viewing device does not match
the device identifier stored in the memory, the client-side
digital content delivery device can determine that the client-
side digital content delivery device has been unpaired from
the authorized viewing device.

[0137] At step 706, the client-side digital content delivery
device executes a remedial action in response to detecting
that the client-side digital content delivery device has been
unpaired from the viewing device. For example, the client-
side digital content delivery device can terminate perfor-
mance of the digital content, disable the client-side digital
content delivery device, suspend performance of the digital
content, etc.

[0138] FIG. 8 shows an example system 800 configured to
determine whether digital content is being misused. To avoid
obscuring the inventive subject matter with unnecessary
detail, various functional components (e.g., modules) that
are not germane to conveying an understanding of the
inventive subject matter have been omitted from FIG. 8.
However, a skilled artisan will readily recognize that various
additional functional components may be supported to
facilitate additional functionality that is not specifically
described herein. Furthermore, the various functional mod-
ules depicted in FIG. 8 may reside on a single computing
device or may be distributed across several computing
devices in various arrangements such as those used in
cloud-based architectures.

[0139] In some embodiments, digital content can be asso-
ciated with an intended recipient that is authorized to access
the digital content. For example, personal and/or confiden-
tial data (i.e., social security number and/or medical records)
can be associated with a specified user, such as the owner of
the social security number, a doctor, a loan officer, etc.
Client-side digital content delivery device 106 and digital
content delivery system 104 can be configured to monitor
the location of one or more authorized users to ensure that
the authorized user(s) is present during presentation of
digital content. The authorized user being present can indi-
cate that the digital content is not being misused. In the event
that the authorized user(s) is determined to not be present
during presentation of the digital content, it can be assumed
that the digital content is being misused and remedial actions
can be executed.

[0140] To determine whether an authorized user is present
during presentation of digital content, client-side digital
content delivery device 106 can present sonic signals during
presentation of the digital content. A sonic signal, upon
being detected by an authorized user’s mobile computing
device (i.e., mobile computing device 802), can cause
mobile computing device 802 to transmit a confirmation
message to digital content delivery system 104 confirming
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that mobile computing device 802 detected the sonic signal.
If a threshold number of sonic signals are not confirmed by
mobile computing device 802, digital content delivery sys-
tem 104 can determine that the authorized user is not present
and a remedial action can be executed.

[0141] As shown, client-side application 108 can include
sonic signal module 804, which can generate and present
sonic signals. A sonic signal can be any type of signal that
can be detected by a microphone of mobile computing
device 802. For example, a sonic signal can be an acoustic
fingerprint that can be presented along with or embedded
within digital content. Sonic signal module 804 can present
one or more sonic signals, prior to, during and/or after
presentation of digital content.

[0142] A sonic signal, upon being detected by mobile
computing device 802, can cause mobile computing device
802 to transmit a confirmation message to digital content
delivery system 104 confirming that mobile computing
device 802 detected the sonic signal. For example, mobile
computing device 802 can communicate with digital content
delivery system 104 via communication network 102.
[0143] Sonic signal module 804 can present sonic signals
according to any schedule, such as according to specified
time intervals, at predetermined points during presentation
of the digital content, etc. In some embodiments, client-side
digital content delivery device 106 can receive a schedule
for presenting the sonic signals from digital content delivery
system 104, which can be stored in data storage 206. For
example, digital content delivery system 104 can include
sonic signal management module 806 that is configured to
provide the schedule to client-side digital content delivery
device 106. Once stored in data storage 206, sonic signal
module 804 can access the stored schedule and present the
sonic signals according to the received schedule.

[0144] In some embodiments, digital content received
from digital content delivery system 104 can include data
indicating when sonic signal module 804 should present a
sonic signal. In another embodiment, sonic signal module
804 can present sonic signals in response to receiving a
command from digital content delivery system 104. For
example, sonic signal management module 806 transmits
commands to client-side digital content delivery device 106
to present a sonic signal. In response to receiving the
command, sonic signal module 804 can cause client-side
digital content delivery device 106 to present a sonic signal.
[0145] In some embodiments, the sonic signals can be
embedded with a code. For example, the code can include
data identifying digital content delivery system 104 that
client-side digital content delivery device 106 can use to
transmit the authorization message. The code can also
include an identifier identitying the digital content and/or
client-side digital content delivery device 106. As another
example, the code can include a unique confirmation code
that was received from digital content delivery system 104.
Mobile computing device 802 can transmit some or all of the
embedded code to digital content delivery system 104 as
part of the confirmation message.

[0146] Digital content delivery system 104 can be config-
ured to monitor confirmation messages received from client-
side digital content delivery device 106 and determine
whether a number of unconfirmed sonic signals meets or
exceeds a threshold number of allowable unconfirmed sonic
signals. An unconfirmed sonic signal can be a sonic signal
presented by client-side digital content delivery device 106
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that mobile computing device 802 did not confirm detecting
(i.e., a sonic signals presented by the client-side digital
content delivery device 106 that did not result in mobile
computing device 802 transmitting a confirmation message
to digital content delivery system 104).

[0147] Sonic signal management module 806 can deter-
mine whether a sonic signal is unconfirmed. For example,
sonic signal management module 806 can determine that a
sonic signal is unconfirmed if a threshold amount of time has
elapsed after the sonic signal was presented by client-side
digital content delivery device 106 and a corresponding
confirmation message has not been received from mobile
computing device 802.

[0148] Sonic signal management module 806 can deter-
mine whether the number of unconfirmed sonic signals
exceeds a threshold number of allowable unconfirmed sonic
signals. If the number of unconfirmed sonic signals does
exceed the threshold number of allowable unconfirmed
sonic signals, digital content misuse management applica-
tion 116 can execute a remedial action and/or transmit a
notification to client-side digital content delivery device 106
to execute a remedial action. As shown, digital content
misuse management application 116 includes remedial
action module 118, which can execute one or more remedial
actions.

[0149] In some embodiments, the number of unconfirmed
sonic signals can be based on each unconfirmed sonic signal
presented by client-side digital content delivery device 106.
Alternatively, the number of unconfirmed sonic signals can
be based on sonic signals presented by client-side digital
content delivery device 106 with relation to presentation of
a single digital data item (e.g., presentation of a movie). For
example, the number of unconfirmed sonic signals can
indicate the number of unconfirmed sonic signals detected
shortly prior to, during and/or shortly after presentation of
the movie. As another example, the number of unconfirmed
sonic signals can indicate the number of unconfirmed sonic
signals detected during a predetermined time period, such as
during the previous 10 minutes, 20 minutes, etc.

[0150] In some embodiments, client-side digital content
delivery device 106 can cause mobile computing device 802
to initiate a sonic signal detection mode. Once in sonic
signal detection mode, mobile computing device 802 can
actively listen for sonic signals presented by client-side
digital content delivery device 106 and transmit confirma-
tion messages to digital content delivery system 104. To
initiate sonic signal detection mode, sonic signal module
804 can present a visible code that can be detected by mobile
computing device 802. For example, the visible code can be
a Quick Response (QR) code presented on a display. A user
of mobile computing device 802 can take a picture or
otherwise cause an optical sensor of mobile computing
device 802 to detect the visible code.

[0151] The visible code can cause mobile computing
device 802 to initiate sonic signal detection mode, during
which one or more microphones of mobile computing
device 802 will be active to detect sonic signals presented by
client-side digital content delivery device 106. In some
embodiments, the visible code can further cause mobile
computing device 802 to transmit data to digital content
delivery system 104. For example, the visible code can
cause mobile computing device 802 to transmit an identifier
associated with mobile computing device 802 and/or an
identifier for client-side digital content device 106 to digital
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content delivery system 104. Management module 114 can
use the received data to confirm that mobile computing
device 802 has initiated sonic signal detection mode as well
as to identify confirmation messages from mobile computing
device 802.

[0152] FIG. 9 shows an example method 900 for deter-
mining whether digital content is being misused. It should be
understood that there can be additional, fewer, or alternative
steps performed in similar or alternative orders, or in par-
allel, within the scope of the various embodiments unless
otherwise stated.

[0153] At step 902, a client-side digital content delivery
device (e.g., the device 106) receives digital content from a
remote computing system (i.e., a digital content delivery
system 104).

[0154] At step 904, the client-side digital content delivery
device periodically presents sonic signals to confirm that a
mobile computing device of a user authorized with the
client-side digital content delivery device is within a desired
geographic distance of the client-side content delivery
device. Each sonic signal, upon being detected by the mobile
computing device, can cause the mobile computing device
to transmit a confirmation message to the remote computing
system confirming that the mobile computing device
detected the sonic signal.

[0155] Each sonic signal can be embedded with a code.
The mobile computing device can include the code in the
confirmation message to the remote computing system con-
firming that the mobile computing device detected the sonic
signal. In some embodiments, the code embedded in the
sonic signal can be varied. For example, the digital content
delivery system can present a first sonic signal embedded
with a first code, and then present a second sonic signal
embedded with a second code that is different than the first
code.

[0156] At step 906, the client-side digital content delivery
device receives a notification that a number of unconfirmed
sonic signals exceeds a threshold number of allowable
unconfirmed sonic signals. The number of unconfirmed
sonic signals can indicate a number of sonic signals pre-
sented by the client-side digital content delivery device that
the mobile computing device did not confirm detecting. This
number of unconfirmed sonic signals can include all uncon-
firmed sonic signals or, alternatively, a subset of the uncon-
firmed sonic signals. For example, the subset of the uncon-
firmed sonic signals can be the unconfirmed sonic signals
that occurred within a predetermined time period (e.g., last
5 minutes, 10 minutes, etc.). As another example, the subset
of the unconfirmed sonic signals can be the unconfirmed
sonic signals associated with presentation of a singular
digital content item (e.g., unconfirmed sonic signals that
occurred prior, during and/or after presentation of a singular
movie).

[0157] At step 908, the client-side digital content delivery
device executes a remedial action in response to receiving
the notification that the number of unconfirmed sonic signals
exceeds the threshold number of allowable unconfirmed
sonic signals. For example, the client-side digital content
delivery device can terminate performance of the digital
content, disable the client-side digital content delivery
device, suspend performance of the digital content, etc.
[0158] FIG. 10 shows a block diagram 1000 of digital
content delivery system 104 configured to determine
whether content is being misused. To avoid obscuring the
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inventive subject matter with unnecessary detail, various
functional components (e.g., modules) that are not germane
to conveying an understanding of the inventive subject
matter have been omitted from FIG. 10. However, a skilled
artisan will readily recognize that various additional func-
tional components may be supported to facilitate additional
functionality that is not specifically described herein. Fur-
thermore, the various functional modules depicted in FIG.
10 may reside on a single computing device or may be
distributed across several computing devices in various
arrangements such as those used in cloud-based architec-
tures.

[0159] In some embodiments, misuse of digital content
can be inferred based on a user’s usage history. A user
repeatedly accessing the same digital content item, such as
a movie rental, or accessing digital content in consistent
patterns, may be misusing the content. For example, a user
repeatedly accessing the same digital content item may be
misusing the digital content item by presenting the digital
content item in violation of the license acquired for the
digital content (e.g., for commercial gain). Digital content
delivery system 104 can monitor usage of digital content to
identify activity and/or patterns that indicate that the content
is being misused, in which case digital content delivery
system 104 can execute one or more remedial actions.
[0160] As shown, digital content misuse management
application 116 can include usage monitoring module 1002.
Usage monitoring module 1002 can monitor usage of digital
content by various users. For example, usage monitoring
module 1002 can communicate with user account database
110 to access the various user accounts stored by user
account database 110, as well as analyze the usage histories
for each user account. Usage monitoring module 1002 can
determine, based on the usage history of a user, whether
digital content is being misused by the user and, if so,
execute one or more remedial actions.

[0161] In some embodiments, usage monitoring module
1002 can determine whether digital content is being misused
based on the number of times that digital content has been
accessed by a user. For example, usage monitoring module
1002 can determine, based on the usage history of a user, the
number of times that the user has accessed digital content.
This can include the number of times the user has accessed
digital content using a client-side digital content delivery
device (e.g., client-side digital content delivery device 106)
to access digital content.

[0162] Usage monitoring module 1002 can determine
whether the number of times that the user has accessed
digital content meets or exceeds a threshold number of times
the user is permitted to access digital content. If usage
monitoring module 1002 determines that the number of
times that the user has accessed digital content meets or
exceeds the threshold number, usage monitoring module
1002 can notify remedial action module 118, which can
execute one or more remedial actions.

[0163] In some embodiments, the number of times that the
user has accessed digital content can be based on the total
number of times the user has accessed digital content,
including various digital content types (e.g., movies, music,
text files, etc.) and without any time limitations. Alterna-
tively, in some embodiments, the number of times that the
user has accessed digital content can be based on the user’s
usage during specified time periods and/or usage with
respect to specified content types. For example, the number
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of times that the user has accessed digital content can be
based on the user’s usage over the previous day, week, or
month. As another example, the number of times that the
user has accessed digital content can be based on the user’s
usage during specified times of the day, such as between 6
pm-10 pm, or during specified days of the week, such as
Friday-Sunday.

[0164] In some embodiments, the number of times that the
user has accessed digital content can be based on a digital
content type. For example, the number of times that the user
has accessed digital content can be the number of times that
the user has accessed one or more specified digital content
types, such as movie rentals, confidential work data, etc. As
another example, the number of times that the user has
accessed digital content can be based on a specific digital
content item. For example, the number of times that the user
has accessed digital content can indicate the number of times
the user accessed a specific movie rental, confidential file,
etc.

[0165] In some embodiments, usage monitoring module
1002 can determine whether digital content is being misused
based on detected patterns in usage data. For example,
patterns such as a user accessing a similar or same sequence
of digital content at same or similar times can indicate that
a user is misusing the digital content. For example, a user
that accesses the same sequence of movie rentals each
Friday and Saturday night may be misusing the digital
content item by presenting the digital content item in vio-
lation of the license acquired for the digital content (e.g., for
commercial gain).

[0166] Usage monitoring module 1002 can analyze a
usage history to determine whether digital content is being
misused according to a schedule. For example, usage moni-
toring module 1002 can analyze the usage history for a user
according to set time intervals (e.g., hourly, daily, weekly,
etc.). Usage monitoring module 1002 can further analyze the
usage history for a user in response to the user accessing
and/or requesting to access a digital content item. For
example, in response to digital content delivery system 104
receiving a request from client-side digital content delivery
device 106 to access digital content, usage monitoring
module 1002 can analyze the usage history for a user
associated with client-side digital content delivery device
106. If usage monitoring module 1002 determines that the
user is misusing digital content, digital content delivery
system 104 can deny the request to access digital content.
Remedial action module 118 can further execute one or
more remedial actions.

[0167] FIG. 11 shows an example method 1100 for deter-
mining whether digital content is being misused. It should be
understood that there can be additional, fewer, or alternative
steps performed in similar or alternative orders, or in par-
allel, within the scope of the various embodiments unless
otherwise stated.

[0168] At step 1102, the digital content delivery system
(e.g., the digital content delivery system 104) receives a
request from a client-side computing device (e.g., a client-
side content delivery device 106) to access digital content
maintained by the digital content delivery system.

[0169] At step 1104, the digital content delivery system
determines that a number of times the client-side computing
device has accessed digital content meets or exceeds a
threshold number of times the client-side computing device
is permitted to access digital content. The digital content
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delivery system can determine the number of times the
client-side computing device has accessed digital content by
reviewing a usage history associated with the client-side
computing device. The usage history can include a listing of
access requests received from the client-side computing
device for digital content.

[0170] In some embodiments, the number of times the
client-side computing device has accessed digital content
can be a number of times the client-side computing device
has accessed digital content during a time period. For
example, the time period can be a previous hour, day, week,
month, etc. As another example, the time period can be a
recurring time period, such as Fridays and Saturdays. In this
type of embodiment, the digital content delivery system can
review the usage history to identify the number of times
digital content has been accessed during the time period.
[0171] In some embodiments, the number of times the
client-side computing device has accessed digital content is
a number of times the client-side computing device has
accessed a specific digital content item that is being
requested in the request received from the client-side com-
puting device. For example, the request received from the
client-side computing device can be for a specific digital
content item such as a specific movie. In this type of
embodiment, the digital content delivery system can review
the usage history to identify the number of times the specific
digital content item (e.g., movie) has been accessed.
[0172] At step 1106, the digital content delivery system
denies the request and executes a remedial action in
response to determining that the number of times the client-
side computing device has accessed digital content meets or
exceeds the threshold number. For example, the digital
content delivery system can cause the client-side digital
content delivery device to be temporarily disabled, suspend
performance of digital content, etc.

[0173] FIG. 12 shows a block diagram 1200 of digital
content delivery system 104 configured to cluster usage
signal data to determine whether digital content is being
misused. To avoid obscuring the inventive subject matter
with unnecessary detail, various functional components
(e.g., modules) that are not germane to conveying an under-
standing of the inventive subject matter have been omitted
from FIG. 12. However, a skilled artisan will readily rec-
ognize that various additional functional components may
be supported to facilitate additional functionality that is not
specifically described herein. Furthermore, the various func-
tional modules depicted in FIG. 12 may reside on a single
computing device or may be distributed across several
computing devices in various arrangements such as those
used in cloud-based architectures.

[0174] In some embodiments, digital content delivery
system 104 can analyze usage signal data describing digital
content usage for a plurality of user accounts to identify user
accounts that are likely to misuse digital content. For
example, digital content delivery system 104 can use a
clustering algorithm, such as a k-means clustering algo-
rithm, to generate a set of digital content usage clusters
based on a set of data points that each correspond to a unique
user account and/or client-side digital content delivery
device 106. Each data point can be determined based on
usage data describing digital content usage by the user
account and/or client-side digital content delivery device
106 represented by the data point. Digital content delivery
system 104 can analyze the resulting digital content usage
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clusters to identify data points that are outliers, which may
indicate misuse of digital content by the user account
represented by the outlier data point.

[0175] In some embodiments, digital content delivery
system 104 can utilize usage signal data describing digital
content usage of known violating user accounts (i.e., user
accounts known to have misused digital content) to identify
other user accounts that may likely misuse digital content.
For example, digital content delivery system 104 can use a
clustering algorithm, such as a k-means clustering algo-
rithm, to generate a set of known violator usage clusters
based on a set of data points that each correspond to a unique
violating user account that is known to have misused digital
content. Each data point can be determined based on usage
data describing digital content usage by the violating user
account. Digital content delivery system 104 can analyze the
resulting known violator usage clusters to identify data
points that are within a predetermined distance of the center
of a known violator usage cluster, which may indicate
misuse of digital content by the user account represented by
the identified data point.

[0176] As shown, digital content misuse management
application 116 can include clustering module 1202 and
analysis module 1204. Clustering module 1202 can be
configured to generate clusters based on usage data signals.
Analysis module 1204 can be configured to analyze the
resulting clusters to identify user accounts that are poten-
tially misusing digital content.

[0177] Clustering module 1202 can gather usage signal
data from user account database 110, including data describ-
ing users (e.g., address, payment information, gender, a
number of known family member residing in a dwelling of
the user, etc.), history data (e.g., a digital content accessed by
the user, a number of times digital content was accessed, a
frequency at which digital content was accessed, times when
digital content was accessed, digital content items accessed
by the user, etc.), and data received from client-side digital
content delivery device 106 (e.g., number of mobile com-
puting devices detected during presentation of digital con-
tent, the location of client-side digital content delivery
device 106 during presentation of digital content, etc.).

[0178] Clustering module 1202 can use the usage signal
data to generate a set of data points that represent the user
accounts. For example, clustering module 1202 can use
usage signal data describing digital content usage associated
with a user account to generate a data point representing the
user account. Clustering module 1202 can perform this
process for multiple user accounts, resulting in the set of
data points, in which each data point represents a unique one
of the user accounts.

[0179] Clustering module 1202 can use a clustering algo-
rithm, such as a k-means algorithm, to generate digital
content usage clusters from the set of data points. Although
a centroid-based algorithm is used as an example, clustering
module 1202 can use any known clustering method to
generate the digital content usage clusters. For example, in
some embodiments, clustering module 1202 can be config-
ured to use any of a hierarchical-based clustering algorithm,
connectivity-based clustering algorithm, distribution-based
clustering algorithm, density-based clustering algorithm,
etc. Further, other centroid-based clustering algorithms can
be used. For example, clustering module 1202 can use any
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of'a fuzzy C-means clustering algorithm, spherical k-means
algorithm, Minkowski metric weighted k-means algorithm,
etc.

[0180] Analysis module 1204 can analyze the resulting
digital content usage clusters to identify user accounts that
are likely to misuse digital content. The digital content usage
clusters can indicate common digital content usage amongst
multiple user accounts. For example, the center of each
digital content usage cluster can indicate a digital content
usage profile for the user accounts represented by the digital
content usage cluster. Accordingly, a data point located near
the center of a digital content usage cluster can indicate that
the digital content usage of the user account represented by
the data point is in line with the digital content usage of the
other user accounts represented by the digital content usage
cluster. Conversely, a data point that is located far from the
center of a digital content usage cluster can indicate that the
digital content usage of the user account represented by the
data point is out of line with the digital content usage of the
other user accounts represented by the digital content usage
cluster.

[0181] Analysis module 1204 can analyze the digital con-
tent usage clusters to identify data points that are outliers. An
outlier can be a data point that is at least a threshold distance
away from the center of a closest digital content usage
cluster. As another example, an outlier can be a data point
determined to be included in a set of data points that are
farthest away from the center of a closest digital content
usage cluster. Analysis module 1204 can determine the
distance between a data point and the center of a nearest
digital content usage cluster to determine if the data point is
an outlier.

[0182] In response to analysis module 1204 determining
that a data point is an outlier, remedial action module 118
can execute a remedial action with respect to the user
account represented by the data point. For example, reme-
dial action module 118 can cause a client-side digital content
delivery device (e.g., digital content delivery device 106)
associated with the user account to suspend performance of
digital content.

[0183] Some digital content usage clusters may be deemed
to provide a poor representation of common digital data
usage. Hence, in some embodiments, analysis module 1204
can determine data points that are outliers based on a subset
of the digital content usage clusters that are determined to
meet a threshold quality level. In this type of embodiment,
analysis module 1204 can initially determine a subset of the
digital content usage clusters that meet the quality threshold
level. Analysis module 1204 can then determine whether a
data point is an outlier based on the distance between the
data point and the center of a closest digital content usage
cluster from the subset of digital content usage clusters
determined to meet the threshold quality level.

[0184] Whether a digital content usage cluster meets a
quality threshold level can be based on one or more factors.
For example, the quality threshold level can be based on the
number of data points included in the cluster, the density of
the cluster, the overall size of the cluster, etc.

[0185] In some embodiments, usage signal data from user
accounts that are known violators (i.e., are known to have
misused digital content) can be used to identify other user
accounts that are likely to misuse digital content. For
example, clustering module 1202 can generate a set of
known violator clusters based on a set of data points that
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represent user accounts that are known violators. Analysis
module 1204 can then analyze the set of known violator
clusters to identify data points that are located within a
predetermined distance from the center of a closest known
violator cluster. This can indicate that the digital content
usage of the user account represented by the data point is
similar to the digital content usage of known violator
accounts, indicating that the user account may also be a
violator.

[0186] A user account can be determined to be a violator
in numerous ways, including any of the methods listed
above. As another example, a user account can be deter-
mined to be a violator as a result of a user associated with
the user account being physically caught misusing digital
content. As another example, a user account can be deter-
mined to be a violator as a result of an unauthorized copy of
digital content being traced back to the user account. For
example, the unauthorized copy of digital content can
include an embedded watermark that identifies the user
account and/or a client-side digital data delivery device
associated with the user account.

[0187] FIG. 13 shows an example method 1300 for clus-
tering usage signal data to determine whether digital content
is being misused. It should be understood that there can be
additional, fewer, or alternative steps performed in similar or
alternative orders, or in parallel, within the scope of the
various embodiments, unless otherwise stated.

[0188] At step 1302, a digital content delivery system
(e.g., system 104) clusters a set of data points into a set of
digital content usage clusters. Each data point from the set
of data points can represent a unique user account from a set
of user accounts maintained by the digital content delivery
system. Each data point from the set of data points can have
been determined based on usage signal data describing
digital content usage associated with the unique user account
represented by the data point. Usage signal data can include
one or more of a number of times digital content was
accessed, a frequency at which digital content was accessed,
digital content items that were accessed, a geographic loca-
tion of a client-side computing device associated with the
unique user account, a number of known family members
residing in a dwelling associated with the unique user
account, and a number of mobile computing devices
detected during a performance of digital content.

[0189] The digital content delivery system can generate
the set of digital content usage clusters using at least one
clustering algorithm. For example, the digital content deliv-
ery system can use at least one k-means clustering algo-
rithm.

[0190] At step 1304, the digital content delivery system
determines, based on the set of digital content usage clusters,
that a first data point from the set of data points is an outlier.
The digital content delivery system can determine that the
first data point from the set of data points is an outlier by
determining that a distance between the first data point and
a center of a closest digital content usage cluster exceeds a
predetermined threshold distance.

[0191] Alternatively, in some embodiments, the digital
content delivery system can determine that the first data
point from the set of data points is an outlier by initially
determining, from the set of digital content usage clusters, a
subset of digital content usage clusters that meet a quality
threshold level. The digital content delivery system can then
determine that a distance between the first data point and a
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center of a closest digital content usage cluster from the
subset of digital content usage clusters exceeds a predeter-
mined threshold distance.

[0192] The digital content delivery system can determine
the subset of digital content usage clusters that meet the
quality threshold level in numerous ways. For example, in
some embodiments, the digital content delivery system can
determine a density of data points in a first digital content
usage cluster, and then compare the density of data points in
the first digital content usage cluster to a threshold density
level.

[0193] At step 1306, the digital content delivery system
executes a remedial action with respect to a user account
represented by the first data point.

[0194] FIG. 14 shows an example method 1400 for clus-
tering usage signal data to determine whether digital content
is being misused. It should be understood that there can be
additional, fewer, or alternative steps performed in similar or
alternative orders, or in parallel, within the scope of the
various embodiments unless otherwise stated.

[0195] At step 1402, a digital content delivery system
clusters a set of data points into a set of known violator
clusters. Each data point from the set of data points can
represent a unique violating user account from a set of
violating user accounts that are known digital content vio-
lators. Further, each data point from the first set of data
points can have been determined based on usage signal data
describing digital content usage by the unique violating user
account represented by the data point. The usage signal data
can include one or more of a number of times digital content
was accessed, a frequency at which digital content was
accessed, digital content items that were accessed, a geo-
graphic location of a client-side computing device associ-
ated with the unique user account, a number of known
family members residing in a dwelling associated with the
unique user account, and a number of mobile computing
devices detected during performance of digital content.

[0196] The digital content delivery system can generate
the set of known violator clusters using at least one clus-
tering algorithm. For example, the digital content delivery
system can use at least one k-means clustering algorithm.

[0197] At step 1404, the digital content delivery system
determines, based on the set of known violator clusters, that
a first user account is potentially a digital content violator.
The first user account can be represented by a first data point
that is not included in the first set of data points. Further, the
first data point can have been determined based on usage
signal data describing digital content usage association with
the first user account.

[0198] In some embodiments, the digital content delivery
system can determine that the first user account is potentially
a digital content violator by determining that a distance
between the first data point and a center of a closest known
violator cluster is less than a threshold distance. Alterna-
tively, in some embodiments, the digital content delivery
system can determine that the first user account is potentially
a digital content violator by initially determining, from the
set of known violator clusters, a subset of known violator
clusters that meet a quality threshold level. The digital
content delivery system can then determine that a distance
between the first data point and a center of a closest known
violator cluster from the subset of known violator clusters is
less than a predetermined threshold distance.
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[0199] At step 1406, the digital content delivery system
executes a remedial action with respect to the first user
account represented by the first data point.

[0200] FIG. 15 shows an example system 1500 configured
to issue digital credentials (e.g., digital tickets). To avoid
obscuring the inventive subject matter with unnecessary
detail, various functional components (e.g., modules) that
are not germane to conveying an understanding of the
inventive subject matter have been omitted from FIG. 15.
However, a skilled artisan will readily recognize that various
additional functional components may be supported to
facilitate additional functionality that is not specifically
described herein. Furthermore, the various functional mod-
ules depicted in FIG. 15 may reside on a single computing
device or may be distributed across several computing
devices in various arrangements such as those used in
cloud-based architectures.

[0201] In some embodiments, digital content delivery
system 104 can issue digital credentials that are redeemable
by a user. For example, a digital credential can be redeemed
to provide a user with access to an exhibitor location, such
as a movie theatre, to view a scheduled presentation of a
digital content item (e.g., a movie). Digital content delivery
system 104 can utilize one or more security measures to
prevent misuse of digital credentials, such as digital creden-
tials being issued to an incorrect user and/or the digital
credential being utilized in violation of a licensing agree-
ment (e.g., the digital credential being redeemed by an
incorrect user and/or the digital credential being resold).
[0202] To prevent misuse of a digital credential, digital
content delivery system 104 can provide the user with the
digital credential after determining a current location of a
user is within a predetermined geographic distance of a
selected exhibitor location and/or a remaining amount of
time until the selected scheduled presentation begins is less
than the threshold amount of time. Hence, a user can be
required to be physically nearby the exhibitor location (e.g.,
within 100 feet of the movie theater) and/or wait until
shortly before the scheduled presentation (e.g., 15 minutes
before the scheduled start time of the movie) to access their
digital credential.

[0203] In some embodiments, a digital content license
acquired by a user can allow the user to access the digital
content item using client-side digital content delivery device
106 and/or attend a scheduled presentation of the digital
content item at an exhibitor location. As an example, a user
that purchases a movie rental that can be streamed to the
user’s client-side digital content delivery device 106 can
also be allotted two tickets (i.e., digital credentials) to view
the movie at a movie theatre until the movie is no longer
available. A user can therefore choose to view the movie
rental at home and/or view the movie at a movie theater.
[0204] In addition to issuing a user with a digital creden-
tial to a scheduled presentation of a digital content item, in
some embodiments, digital content delivery system 104 can
enable the user to reserve, schedule, and/or purchase one or
more amenities associated with the scheduled presentation.
For example, digital content delivery system 104 can enable
the user to reserve specific seats for the scheduled presen-
tation of the digital content item, pre-order food and/or
beverages, schedule transportation to and/or from the
exhibitor location, etc.

[0205] In FIG. 15, digital content delivery system 104,
mobile computing device 802, and exhibitor management
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system 1502 can communicate with each other via commu-
nication network 102 to reserve and issue digital credentials
that can be redeemed by a user to access a scheduled
presentation of a digital content item at an exhibitor location.
[0206] Exhibitor management system 1502 can be a com-
puting system comprising one or more computing devices
associated with an exhibitor. An exhibitor can be an orga-
nization, business, etc., that provides scheduled presenta-
tions of digital content at one or more exhibitor locations.
For example, an exhibitor can be a movie theatre chain that
provides scheduled showings of movies at one or more
movie theaters.

[0207] Exhibitor management system 1502 can include
exhibitor database 1504 that maintains exhibitor data
describing scheduled presentations of digital content items
provided by the exhibitor. Exhibitor data can include data
identifying the exhibitor locations associated with the
exhibitor (e.g., movie theatres), the digital content items
scheduled for presentation at each exhibitor location (e.g.,
movies) and/or scheduled presentations at each exhibitor
location (e.g., scheduled show times). Exhibitor data can
also include data identifying digital credential availability
for each scheduled presentation (e.g., number of unsold
digital credentials available for purchase), seating charts for
each exhibitor location, seating availability (e.g., unreserved
seats), amenities provided by each exhibitor location, the
address of each exhibitor location, etc. Exhibitor data can
also include content associated with the exhibitor, exhibitor
locations, and/or digital content items. For example, exhibi-
tor data can include content such as written movie descrip-
tion, movie trailers, movie reviews, movie theatre reviews,
etc.

[0208] Exhibitor management system 1502 can include
exhibitor management module 1506 configured to reserve
digital credentials and amenities for scheduled presentations
of digital content items. Exhibitor management module
1506 can communicate with exhibitor database 1504 to
gather requested exhibitor data, provide requested exhibitor
data to requesting computing devices and/or update exhibi-
tor data to reflect a reservation of a digital credential and/or
amenity. For example, exhibitor management module 1506
can process read requests for exhibitor data such as show
times for a specified movie, theatres within a predetermined
geographic area that are presenting a specified movie, digital
credential and/or seating availability for one or more sched-
uled presentations, available amenities at an exhibitor loca-
tion, movie trailers, movie reviews, etc. In response to
receiving a read request for exhibitor data, exhibitor man-
agement module 1506 can gather the requested exhibitor
data from exhibitor database 1504 and return the requested
exhibitor data in response to the read request.

[0209] Exhibitor management module 1506 can also pro-
cess reservation requests. A reservation request can be a
request to reserve digital credentials and/or amenities for a
scheduled presentation of a digital content item. In response
to receiving a reservation request, exhibitor management
module 1506 can initially confirm whether the reservation
request can be fulfilled. For example, exhibitor management
module 1506 can determine whether there are a sufficient
number of available digital credentials to fulfill the reser-
vation request. As another example, exhibitor management
module 1506 can determine whether selected seats are
available to be reserved. If exhibitor management module
1506 determines that the reservation request can be fulfilled,
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exhibitor management module 1506 can update exhibitor
database 1504 to fulfill the request. For example, exhibitor
management module 1506 can update exhibitor database
1504 to indicate that requested digital credentials have been
reserved, update the number of reserved digital credentials
for the scheduled presentation, update a seating chart to
reflect that specific seats have been reserved, etc.

[0210] Exhibitor management module 1506 can also gen-
erate and provide reservation data reflecting that a requested
reservation has been completed. Reservation data can
include data indicating that the reservation request has been
completed as well as data that can be used to redeem or
confirm the reservation at an exhibitor location. For
example, reservation data can include a unique code asso-
ciated with reserved digital credentials, reserved seats,
reserved amenities, etc., that can be used by an exhibitor to
confirm the reservation. Reservation data can also include
data describing the reservation, such as reserved seats,
selected exhibitor location, selected scheduled presentation,
reserved amenities (e.g., purchased food items), purchasing
user, etc. In some embodiments, the reservation data can be
provided to a user for use at the exhibitor. The reservation
data can also be provided directly to the exhibitor location.
[0211] In system 1500, a user can utilize mobile comput-
ing device 802 to reserve a digital credential for a scheduled
presentation of a digital content item, as well as reserve
amenities. As shown, mobile computing device 802 can
include digital credential application 1508. Digital creden-
tial application 1508 can enable a user to communicate with
digital content delivery system 104 to request exhibitor data
as well as to reserve digital credentials and/or amenities.
Digital credential application 1508 can include user inter-
face module 1510 configured to present a user with an
exhibitor interface including user interface elements (e.g.,
buttons, text fields, etc.) that a user can use to request and
select data. For example, the exhibitor interface can provide
a user with a listing of scheduled presentations for a digital
content item and allow the user to reserve digital credentials
to one or more of the listed scheduled presentations. As
another example, the exhibitor interface can provide a user
with a listing of unreserved seats for a scheduled presenta-
tion and allow the user to reserve one or more of the
unreserved seats. As another example, the exhibitor interface
can enable the user to enter and/or select one or more
exhibitor data parameters (e.g., desired movie, desired the-
atre, desired day/time) and then provide the user with
exhibitor data based on the exhibitor data parameters entered
and/or selected by the user.

[0212] Digital credential application 1508 can communi-
cate with digital content delivery system 104 to perform one
or more actions requested by the user, such as requests to
read exhibitor data, requests to reserve digital credentials
and/or amenities, etc. For example, digital credential appli-
cation 1508 can transmit requests to digital content delivery
system 104 to perform specified actions, such as requests to
read exhibitor data, requests to reserve digital credentials
and/or amenities, etc. Digital credential application 1508 can
include data in the requests that can be used by digital
content delivery system 104 to complete the request. For
example, the request can include one or more exhibitor data
parameters selected by the user.

[0213] Digital content delivery system 104 can include
digital credential management module 1512 configured to
receive and respond to requests from mobile computing
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device 802. For example, digital content delivery system
104 can receive a request from mobile computing device
802 for specified exhibitor data and, in response, transmit a
read request to exhibitor management system 1502 for the
specified exhibitor data. Digital content delivery system 104
can provide the returned exhibitor data to mobile computing
device 802, where it can be presented to a user in a exhibitor
interface.

[0214] As another example, digital credential manage-
ment module 1512 can receive a request from mobile
computing device 802 to reserve a digital credential to a
scheduled presentation and/or reserve one or more ameni-
ties. In response, digital credential management module
1512 can transmit a reservation request to exhibitor man-
agement system 1502 to reserve the digital credential and/or
amenities.

[0215] Digital credential management module 1512 can
receive reservation data from exhibitor management system
1502 confirming that the requested reservation has been
completed. In response, digital credential management mod-
ule 1512 can update the requesting user’s account in user
account database 110 to reflect that the user’s requested
reservation has been completed and that the requested digital
credential and/or amenities are assigned to the requesting
user’s account. For example, digital credential management
module 1512 can update the requesting user’s account with
metadata describing the digital credentials assigned to the
user’s accounts, such as metadata describing a selected
exhibitor location, selected scheduled presentation, selected
seats, purchased amenities, etc. Digital credential manage-
ment module 1512 can also store any unique codes received
from exhibitor management system 1502 that can be used by
a user to redeem the digital credentials assigned to the user’s
account and/or any reserved amenities.

[0216] In some embodiments, digital credential manage-
ment module 1512 can provide a user with exhibitor data
and/or reserve a digital credential for the user based on a
digital content license assigned to the user’s account. For
example, a digital content license can allow the user to
access the digital content item using client-side digital
content delivery device 106 and/or attend a scheduled pre-
sentation of the digital content item at an exhibitor location.
In this type of scenario, a user that purchases a movie rental
that can be streamed to the user’s client-side digital content
delivery device 106 can also be allotted two digital creden-
tials to view the movie at a movie theatre. A user can
therefore choose to view the movie rental at home and/or
view the movie at a movie theater.

[0217] A digital content license purchased by a user may
be associated with a particular exhibitor. For example, the
exhibitor can be an exhibitor that operates within a geo-
graphic region where the user resides. As another example,
the exhibitor can be an exhibitor selected by the user as the
user’s preferred exhibitor. In some instances, the exhibitor
may receive a portion of the revenue associated with the
user’s purchase of the digital content license to access the
digital content item.

[0218] In this type of scenario, digital credential manage-
ment module 1512 can present the user with exhibitor data
and/or reserve a digital credential based on the digital
content license purchased by the user and assigned to the
user’s account. This can include enabling the user to reserve
a digital credential for a scheduled presentation of the digital
content item associated with the digital content license
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and/or a scheduled presentation offered at an exhibitor
location associated with the digital content license. For
example, digital credential management module 1512 can
access the user’s account in user account database 110 to
identify a digital content license assigned to the user’s
account. Based on the digital content license, digital cre-
dential management module 1512 can determine a digital
content item that the user has purchased a license to access,
and an exhibitor associated with the digital content item.
Digital credential management module 1512 can use the
determined digital content item and exhibitor to transmit a
read request to exhibitor management system 1502 for
exhibitor data describing scheduled performances of the
digital content item at exhibitor locations associated with the
exhibitor. The returned exhibitor data can identify exhibitor
locations and scheduled performances that the user is
licensed to attend according to the digital content item
assigned to the user’s account. For example, the user can
select to reserve digital credentials to any one of the sched-
uled performances.

[0219] In some situations, an exhibitor may manage a
large number of exhibitor locations, and thus providing the
user with exhibitor data for all exhibitor locations may be
excessive and/or unnecessary. In this type of situation,
digital credential management module 1512 can provide the
user with a subset of exhibitor data based on the location of
the user in relation to exhibitor locations managed by the
exhibitor. For example, digital credential management mod-
ule 1512 can select a subset of exhibitor locations that are
within a predetermined geographic distance of a known
dwelling of the user or, alternatively, a determined current
location of the user. Digital credential management module
1512 can then provide the user with exhibitor data for the
subset of exhibitor locations.

[0220] Once a digital credential has been reserved and
assigned to a user’s account, the user can use mobile
computing device 802 to retrieve the digital credential. For
example, the user can use the exhibitor interface to request
that digital credentials assigned to the user’s account be
transmitted to mobile computing device 802. Digital cre-
dential application 1508 can include digital credential pre-
sentation module 1514 configured to receive a digital cre-
dential from digital content delivery system 104 and render
a visual representation of the digital credential. Once ren-
dered, the digital credential can be redeemed by a user to
grant the user access to a selected scheduled presentation of
the digital content item.

[0221] Digital content delivery system 104 can utilize one
or more security measures to prevent misuse of digital
credentials, such as digital credentials being issued to an
incorrect user and/or the digital credential being utilized in
violation of the terms of a digital license (e.g., the digital
credential being redeemed by an incorrect user and/or the
digital credential being resold).

[0222] Digital content misuse management application
116 can include digital credential issuing module 1516
configured to prevent misuse of digital credentials. Digital
credential issuing module 1516 can restrict a user’s access to
digital credentials assigned to the user’s account until one or
more conditions are satisfied. One such condition can be
based on the location of the user in relation to an exhibitor
location. For example, digital credential issuing module
1516 can require that the user be located within a predeter-
mined geographic distance of the exhibitor location at which
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the digital credential can be redeemed. Hence a user cannot
access the digital credential until the user is nearby the
exhibitor location.

[0223] In response to receiving a request from mobile
computing device 802 for a digital credential to be trans-
mitted to mobile computing device 802, digital credential
issuing module 1516 can determine whether a current loca-
tion of mobile computing device 802 is within a predeter-
mined geographic distance of the exhibitor location where
the digital credential can be redeemed. Digital credential
issuing module 1516 can access the user’s account to gather
metadata describing the geographic location of the exhibitor
location. Digital credential issuing module 1516 can receive
the current location of mobile computing device 802 from
mobile computing device 802 (e.g., as part of the request
received from mobile computing device 802 or in response
to a separate request). Digital credential issuing module
1516 can use the current location of mobile computing
device 802 and the geographic location of the exhibitor
location to determine whether the current location of mobile
computing device 802 is within the predetermined geo-
graphic distance of the exhibitor location.

[0224] Another condition can be based on the current time
in relation to a start time of the scheduled presentation. For
example, digital credential issuing module 1516 can require
that a remaining amount of time until a start time of the
scheduled presentation be less than a threshold amount of
time. Hence a user cannot access the digital credential until
a short time before the start of the scheduled presentation.
Digital credential issuing module 1516 can access the user’s
account to gather metadata describing the scheduled start
time of the scheduled presentation and determine whether a
remaining amount of time until the scheduled start time
(e.g., a time duration between the current time and the
scheduled start time) is less than the threshold amount of
time.

[0225] Another condition can be based on the requesting
mobile computing device. For example, digital credential
issuing module 1516 can restrict access to the digital cre-
dential to one or more mobile computing devices authorized
with the user’s account. In some embodiments, device
identifiers for the authorized mobile computing device(s)
can be stored in the user’s account. Digital credential issuing
module 1516 can request a device identifier from a mobile
computing device 802 requesting digital credentials and then
access the user’s account to determine whether the device
identifier received from mobile computing device 802 is
included in the list of authorized device identifiers.

[0226] Digital credential issuing module 1516 can deny a
request to issue a digital credential if one or more of the
described conditions are not satisfied. For example, in some
embodiments, digital credential issuing module 1516 can
require that all conditions be satisfied for the request to be
approved (e.g., the user be located nearby the theatre, the
movie to start shortly and the requesting mobile computing
device be authorized on the user’s account). Alternatively, in
some embodiments, digital credential issuing module 1516
can require that at least one or two of the conditions be
satisfied for the request to be approved.

[0227] If digital credential issuing module 1516 deter-
mines that a sufficient number of conditions have been
satisfied, digital credential issuing module 1516 can transmit
the digital credential to mobile computing device 802. This
can include gathering and providing reservation data asso-
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ciated with the digital credential to mobile computing device
802. For example, digital credential issuing module 1516
can access the user’s account to access the reservation data
associated with the digital credential.

[0228] Once the reservation data is received by mobile
computing device 802, digital credential presentation mod-
ule 1514 can use the reservation data to render a graphical
representation of the digital credential, such as scannable
code (e.g., Quick Response (QR) code, bar code, etc.). The
scannable code can be embedded with reservation data that
can be used to confirm the user’s reservation. For example,
the scannable code can be embedded with the unique code
associated with the reservation of the digital credentials, the
number of digital credentials purchased, reserved seats,
purchaser name, etc. The scannable code can be scanned at
an exhibitor location using a scanning device capable of
reading the scannable code to retrieve the reservation data
embedded in the scannable code.

[0229] In addition to restricting access to digital creden-
tials until one or more conditions are satisfied, digital
credential issuing module 1516 can further implement one
or more security features into the visual rendering of the
digital credential to prevent misuse. For example, digital
credential issuing module 1516 can include image data in
the digital credential that, when rendered by mobile com-
puting device 802, causes an image of the user associated
with the user account to be presented along with the digital
credential. An employee at an exhibitor location can there-
fore visually verify that the user attempting to redeem the
digital credential is the user associated with the user account.
[0230] As another example, digital credential issuing
module 1516 can include video data in the digital credential
that, when rendered by mobile computing device 802,
causes a video and/or animation to be presented along with
the digital credential. This can prevent users from creating
counterfeit copies of the digital credential by taking a picture
and/or screen grab of the rendered digital credential.
[0231] While digital credential issuing module 1516 is
described as implementing one or more security measures to
prevent misuse of digital credentials, this is only one
example and is not meant to be limiting. In some embodi-
ments, mobile computing device 802 can also be configured
to implement security measures. For example, mobile com-
puting device 802 can implement security measures instead
of or in addition to digital credential issuing module 1516.
For example, digital credential presentation module 1514
can determine whether one or more conditions are met prior
to granting a user access to a digital credential (e.g., ren-
dering a visual representation of the digital credential that
can be redeemed by the user). Digital credential presentation
module 1514 can also implement one or more security
features into the digital credential to prevent misuse. For
example, digital credential presentation module 1514 can
render an image of the user along with the digital credential
to allow an employee of an exhibitor location to visually
verify that the user attempting to redeem the digital creden-
tial is the user associated with the user account. As another
example, digital credential presentation module 1514 can
render a video and/or animation along with the digital
credential to prevent counterfeits of the digital credential to
be captured by taking a picture or capturing a screen grab of
the rendered digital credential (i.e., the picture or screengrab
would include a still image rather than the video and/or
animation).
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[0232] Digital credential application 1508 can also include
transportation module 1518, which can coordinate transpor-
tation for a user to and/or from a digital venue. For example,
transportation module 1518 can communicate with remote
servers of one or more taxi and/or drive share services to
schedule transportation for a user to and from a digital
venue. Transportation module 1518 can schedule transpor-
tation for a user based on digital credentials reserved by the
user. For example, transportation module 1518 can deter-
mine a scheduled start and/or end time of a scheduled
presentation. Transportation module 1518 can schedule
arrival of a car or taxi based on the scheduled start and/or
end time of the scheduled presentation.

[0233] FIG. 16 shows an example method 1600 for issuing
digital credentials. It should be understood that there can be
additional, fewer, or alternative steps performed in similar or
alternative orders, or in parallel, within the scope of the
various embodiments unless otherwise stated.

[0234] At step 1602, a digital content delivery system
(e.g., the system 104) assigns a digital credential to a user
account maintained by the digital content delivery system.
For example, the digital content delivery system can update
a user account with reservation data associated with the
digital credential. The digital credential can be redeemable
at a selected exhibitor location to view a selected scheduled
presentation of a digital content item. For example, the
digital credential can be redeemed at a selected theatre to
view a scheduled movie.

[0235] A license to access the digital content item may
have been previously assigned to the user account. For
example, the user may have previously purchased a license
to rent the digital content item and view the digital content
item using a client-side digital content delivery device. The
purchased license can also provide the user with the right to
view a scheduled presentation of the digital content item at
an exhibitor location. For example, the purchased license
can allow a user to attend a screening of the movie at a
selected movie theatre.

[0236] At step 1604, the digital content delivery system
receives, from a mobile computing device associated with
the user account, a first request for the digital credential to
be transmitted to the mobile computing device.

[0237] At step 1606, the digital content delivery system
determines whether a current location of the mobile com-
puting device is within a predetermined geographic distance
of the selected exhibitor location. In some embodiments, the
first request received from the mobile computing device can
include location data describing the current location of the
mobile computing device. The digital content delivery sys-
tem can use the received location information to determine
whether the current location of the mobile computing device
is within a predetermined geographic distance of the
selected exhibitor location.

[0238] At step 1608, the digital content delivery system
determines whether a remaining amount of time until a
scheduled start time of the selected scheduled presentation is
less than a threshold amount of time. For example, the
digital content delivery system can determine a current time
and the scheduled start time of the selected scheduled
presentation. The digital content delivery system can deter-
mine whether an amount of time between the current time
and the scheduled start time is less than a threshold amount
of time.
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[0239] At step 1610, the digital content delivery system
denies the first request in response to determining that either
the current location of the mobile computing device is
outside of the predetermined geographic distance of the
selected exhibitor location or the remaining amount of time
until the scheduled start time of the selected scheduled
presentation is greater than the threshold amount of time. As
a result of the first request being denied, the mobile com-
puting device will not receive the digital credential in
response to the first request.

[0240] At step 1612, the digital content delivery system
receives, from the mobile computing device, a second
request for the digital credential assigned to be transmitted
to the mobile computing device. The second request can be
received after the first request was denied. The second
request can also include location data indicating the current
location of the mobile computing device.

[0241] At step 1614, the digital content delivery system
determines that the current location of the mobile computing
device is within the predetermined geographic distance of
the selected exhibitor location and that the remaining
amount of time until the scheduled start time of the selected
scheduled presentation is less than the threshold amount of
time.

[0242] At step 1616, the digital content delivery system
transmits the digital credential to the mobile computing
device. After receiving the digital credential, the mobile
computing device can render a visual representation of the
digital credential on a display of the mobile computing
device, which can be redeemed to provide a user access to
the selected scheduled presentation.

[0243] FIG. 17 shows an example method 1700 for reserv-
ing digital credentials to a scheduled presentation of a digital
content item. It should be understood that there can be
additional, fewer, or alternative steps performed in similar or
alternative orders, or in parallel, within the scope of the
various embodiments unless otherwise stated.

[0244] At step 1702, a digital content delivery system
(e.g., the system 104) generates a user profile for a user
account. The generated user profile can be stored in a user
account database maintained by the digital content delivery
system.

[0245] At step 1704, the digital content delivery system
updates the user profile to indicate that a license to access a
digital content item has been assigned to the user account.
For example, the license can be a license to access and
present a movie through a client-side digital content delivery
device (e.g., the device 106) associated with the user
account. The license can further enable a user to attend a
scheduled performance of the digital content item.

[0246] At block 1706, the digital content delivery system
determines one or more exhibitor locations where the user
can attend a scheduled performance of the digital content
item. The digital content delivery system can determine an
exhibitor associated with the license assigned to the user
account. For example, the exhibitor can be associated with
the purchase of the license and, in some embodiments,
received a portion of revenue from the purchase for the
license to access the digital content item. Once the digital
content delivery system determines the exhibitor associated
with the license, the digital content delivery system can
determine exhibitor locations associated with the exhibitor.
This can include identifying all exhibitor locations associ-
ated with the exhibitor or a subset of the exhibitor locations.
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For example, the digital content delivery system can deter-
mine exhibitor locations that are located within a predeter-
mined geographic distance of a dwelling associated with the
user account.

[0247] At block 1708, the digital content delivery system
determines one or more scheduled presentations of the
digital content item offered by the one or more exhibitor
locations. For example, the digital content delivery system
can determine show times at which the digital content (e.g.,
movie) is playing at various movie theatres.

[0248] At block 1710, the digital content delivery system
transmits data identifying the one or more exhibitor loca-
tions and the one or more scheduled presentations of the
digital content item to a mobile computing device associated
with the user account. The mobile computing device can
render a visual representation of the data and enable a user
to browse through the available scheduled presentations as
well as select to reserve digital credentials to a scheduled
presentation.

[0249] At block 1712, the digital content delivery system
receives, from the mobile computing device, a user selection
indicating that a user associated with the user account would
like to reserve digital credentials to a selected scheduled
presentation of the digital content item offered by a selected
exhibitor location.

[0250] At block 1714, the digital content delivery system
reserves the digital credentials to the selected scheduled
presentation of the digital content item. For example, the
digital content delivery system can transmit a reservation
request to an exhibitor management system to reserve the
digital credentials. The digital content delivery system can
additionally update the user’s account to assign the reserved
digital credentials to the users account. This can include
updating the user’s account with any reservation data
received from the exhibitor management system.

[0251] FIGS. 18A-18L show example screenshots of an
exhibitor interface. As shown in FIG. 18A, the exhibitor
interface can enable a user to reserve one or more amenities.
For example, the user can use the exhibitor interface to
select from and purchase food and/or beverages, as well as
select a pickup location for the purchased food and/or
beverages. The exhibitor interface can also user can also
allow a user to schedule transportation to and/or from a
scheduled presentation of a digital content item.

[0252] As shown in FIG. 18B, the exhibitor interface can
allow a user to view and/or adjust configurations or settings.
For example, the exhibitor interface can allow the user to
view and/or adjust account settings, audio and video set-
tings, software version and language settings. The exhibitor
interface can also allow the user to reset the settings to their
default settings.

[0253] As shown in FIG. 18C, the exhibitor interface can
present a user with video. For example, the exhibitor inter-
face can allow the user to view movie trailers, reviews, etc.
The exhibitor interface can also allow the user to control
presentation of the video, such as fast forward, rewind,
pause, play, etc.

[0254] As shown in FIG. 18D, the exhibitor interface can
enable the user to perform one or more functions. For
example, the exhibitor interface can enable the user to
review a digital content item, share the review via one or
more social networking services, redeem digital credentials
and/or browse movies.
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[0255] As shown in FIG. 18E, the exhibitor interface can
provide the user with data identifying scheduled presenta-
tions of digital content items. For example, the exhibitor
interface can provide the user with movie title descriptions,
available locations and/or times. The exhibitor interface can
also enable a user to select to reserve digital credentials to
a selected movie.

[0256] As shown in FIG. 18F, the exhibitor interface can
present the user with multiple data tiles that include data and
that can be selectable by a user. For example, each data tile
can include data associated with a movie, such as images
associated with the movie, description text, etc. Further,
each data tile can be selectable to enable the user to access
additional data.

[0257] As shown in FIG. 18G, the exhibitor interface can
provide the user with data identifying scheduled presenta-
tions of digital content items. For example, the exhibitor
interface can provide the user with movie title descriptions,
available locations and/or times. The exhibitor interface can
also enable a user to select to reserve digital credentials to
a selected movie.

[0258] As shown in FIG. 18H, the exhibitor interface can
present a visual rendering of a digital credential, such as a
QR code. The visual rendering of the digital credential can
allow a user to redeem the digital credential at an exhibitor
location.

[0259] As shown in FIG. 18I, the exhibitor interface can
provide a user with a detailed written description of a movie.
This can include a plot synopsis as well as a listing of key
actors/actresses in the movie and the director.

[0260] As shown in FIG. 18] the exhibitor interface can
enable a user to purchase digital credentials and/or a digital
content license. As show, the exhibitor interface can enable
the user to enter payment method data, such as credit card
information. The exhibitor interface can also provide the
user with the total cost for the requested purchase.

[0261] As shown in FIG. 18K, the exhibitor interface can
present the user with data tiles representing scheduled
presentations of a digital content item. Each data tile can
include data describing its respective scheduled presenta-
tion, such as the scheduled start time of the scheduled
presentation. Further, the data tiles can be interactive such
that a user can select a data tile to receive addition infor-
mation regarding the corresponding scheduled presentation
and/or to reserve digital credentials for the scheduled pre-
sentation.

[0262] As shown in FIG. 18L, the exhibitor interface can
present the user with a seating map identifying the seats at
an exhibitor location. The seating map can indicate which
seats are reserved and which seats remain available. The
seating map can be interactive to allow a user to reserve
seats.

Software Architecture

[0263] FIG. 19 is a block diagram illustrating an example
software architecture 1906, which may be used in conjunc-
tion with various hardware architectures herein described.
FIG. 19 is a non-limiting example of a software architecture
and it will be appreciated that many other architectures may
be implemented to facilitate the functionality described
herein. Software architecture 1906 may execute on hardware
such as machine 2000 of FIG. 20 that includes, among other
things, processors 2004, memory 2014, and input/output
(I/0) components 2018. A representative hardware layer



US 2020/0192998 Al

1952 is illustrated and can represent, for example, machine
2000 of FIG. 20. Representative hardware layer 1952
includes processing unit 1954 having associated executable
instructions 1904. Executable instructions 1904 represent
the executable instructions of software architecture 1906,
including implementation of the methods, modules and so
forth described herein. Hardware layer 1952 also includes
memory and/or storage modules memory/storage 1956,
which also have executable instructions 1904. Hardware
layer 1952 may also comprise other hardware 1958.

[0264] In the example architecture of FIG. 19, software
architecture 1906 may be conceptualized as a stack of layers
where each layer provides particular functionality. For
example, software architecture 1906 may include layers
such as operating system 1902, libraries 1920, applications
1916 and a presentation layer 1914. Operationally, applica-
tions 1916 and/or other components within the layers may
invoke application programming interface (API) API calls
1908 through the software stack and receive a response as in
response to API calls 1908. The layers illustrated are rep-
resentative in nature and not all software architectures have
all layers. For example, some mobile or special purpose
operating systems may not provide frameworks/middleware
1918, while others may provide such a layer. Other software
architectures may include additional or different layers.

[0265] Operating system 1902 may manage hardware
resources and provide common services. Operating system
1902 may include, for example, kernel 1922, services 1924,
and drivers 1926. Kernel 1922 may act as an abstraction
layer between the hardware and the other software layers.
For example, kernel 1922 may be responsible for memory
management, processor management (e.g., scheduling),
component management, networking, security settings, and
so on. Services 1924 may provide other common services
for the other software layers. Drivers 1926 may be respon-
sible for controlling or interfacing with the underlying
hardware. For instance, drivers 1926 may include display
drivers, camera drivers, Bluetooth® drivers, flash memory
drivers, serial communication drivers (e.g., Universal Serial
Bus (USB) drivers), Wi-Fi® drivers, audio drivers, power
management drivers, and so forth depending on the hard-
ware configuration.

[0266] Libraries 1920 may provide a common infrastruc-
ture that may be used by applications 1916 and/or other
components and/or layers. Libraries 1920 typically provide
functionality that allows other software modules to perform
tasks in an easier fashion than to interface directly with the
underlying operating system 1902 functionality (e.g., kernel
1922, services 1924 and/or drivers 1926). Libraries 1920
may include system libraries 1944 (e.g., C standard library)
that may provide functions such as memory allocation
functions, string manipulation functions, mathematic func-
tions, and the like. In addition, libraries 1920 may include
API libraries API 1946 such as media libraries (e.g., libraries
to support presentation and manipulation of various media
format such as MPREG4, H.264, MP3, AAC, AMR, JPG,
PNG), graphics libraries (e.g., an OpenGL framework that
may be used to render 2D and 3D in a graphic movie on a
display), database libraries (e.g., SQLite that may provide
various relational database functions), web libraries (e.g.,
WebKit that may provide web browsing functionality), and
the like. Libraries 1920 may also include a wide variety of
other libraries 1950 to provide many other APIs to applica-
tions 1916 and other software components/modules.
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[0267] The frameworks frameworks/middleware 1918
(also sometimes referred to as middleware) provide a
higher-level common infrastructure that may be used by
applications 1916 and/or other software components/mod-
ules. For example, frameworks/middleware 1918 may pro-
vide various graphic user interface (GUI) functions, high-
level resource management, high-level location services,
and so forth. Frameworks/middleware 1918 may provide a
broad spectrum of other APIs that may be utilized by
applications 1916 and/or other software components/mod-
ules, some of which may be specific to a particular operating
system or platform.

[0268] Applications 1916 include built-in applications
1938 and/or third-party applications 1940. Examples of
representative built-in applications 1938 may include, but
are not limited to, a contacts application, a browser appli-
cation, a book reader application, a location application, a
media application, a messaging application, and/or a game
application. Third-party applications 1940 may include any
application developed using the Android™ or iOS™ soft-
ware development kit (SDK) by an entity other than the
vendor of the particular platform, and may be mobile
software running on a mobile operating system such as
10S™, Android™, Windows® Phone, or other mobile oper-
ating systems. Third-party applications 1940 may invoke the
API calls 1908 provided by the mobile operating system
such as operating system 1902 to facilitate functionality
described herein.

[0269] Applications 1916 may use built-in operating sys-
tem functions (e.g., kernel 1922, services 1924 and/or driv-
ers 1926), libraries 1920, frameworks/middleware 1918 to
create user interfaces to interact with users of the system.
Alternatively, or additionally, in some systems interactions
with a user may occur through a presentation layer, such as
presentation layer 1914. In these systems, the application/
module “logic” can be separated from the aspects of the
application/module that interact with a user.

[0270] Some software architectures use virtual machines.
In the example of FIG. 19, this is illustrated by virtual
machine 1910. Virtual machine 1910 creates a software
environment where applications/modules can execute as if
they were executing on a hardware machine (such as the
machine 2000 of FIG. 20, for example). Virtual machine
1910 is hosted by a host operating system (operating system
(0S) 1936 in FIG. 19) and typically, although not always,
has a virtual machine monitor 1960, which manages the
operation of virtual machine 1910 as well as the interface
with the host operating system (i.e., operating system 1902).
A software architecture executes within the virtual machine
1910 such as operating system (OS) 1936, libraries 1934,
frameworks 1932, applications 1930 and/or presentation
layer 1928. These layers of software architecture executing
within the virtual machine 1910 can be the same as corre-
sponding layers previously described or may be different.
[0271] FIG. 20 is a block diagram illustrating components
of' machine 2000, according to some example embodiments,
able to read instructions from a machine-readable medium
(e.g., a machine-readable storage medium) and perform any
one or more of the methodologies discussed herein. Spe-
cifically, FIG. 20 shows a diagrammatic representation of
machine 2000 in the example form of a computer system,
within which instructions 2010 (e.g., software, a program,
an application, an applet, an app, or other executable code)
for causing machine 2000 to perform any one or more of the



US 2020/0192998 Al

methodologies discussed herein may be executed. As such,
the instructions 2010 may be used to implement modules or
components described herein. The instructions 2010 trans-
form the general, non-programmed machine into a particular
machine programmed to carry out the described and illus-
trated functions in the manner described. In alternative
embodiments, machine 2000 operates as a standalone device
or may be coupled (e.g., networked) to other machines. In a
networked deployment, machine 2000 may operate in the
capacity of a server machine or a client machine in a
server-client network environment, or as a peer machine in
a peer-to-peer (or distributed) network environment.
Machine 2000 may comprise, but not be limited to, a server
computer, a client computer, a personal computer (PC), a
tablet computer, a laptop computer, a netbook, a set-top box
(STB), a personal digital assistant (PDA), an entertainment
media system, a cellular telephone, a smart phone, a mobile
computing device, a wearable device (e.g., a smart watch),
a smart home device (e.g., a smart appliance), other smart
devices, a web appliance, a network router, a network
switch, a network bridge, or any machine capable of execut-
ing instructions 2010, sequentially or otherwise, that specify
actions to be taken by machine 2000. Further, while only a
single machine 2000 is illustrated, the term “machine” shall
also be taken to include a collection of machines that
individually or jointly execute instructions 2010 to perform
any one or more of the methodologies discussed herein.

[0272] Machine 2000 may include processors 2004,
memory memory/storage 2006, and input/output (I/O) com-
ponents 2018, which may be configured to communicate
with each other such as via bus 2002. Memory/storage 2006
may include memory 2014, such as a main memory, or other
memory storage, and storage unit 2016, both accessible to
processors 2004 such as via bus 2002. Storage unit 2016 and
memory 2014 store instructions 2010 embodying any one or
more of the methodologies or functions described herein.
Instructions 2010 may also reside, completely or partially,
within memory 2014, within storage unit 2016, within at
least one of processors 2004 (e.g., within the processor’s
cache memory), or any suitable combination thereof, during
execution thereof by the machine 2000. Accordingly,
memory 2014, storage unit 2016, and memory of processors
2004 are examples of machine-readable media.

[0273] The input/output (I/O) components 2018 may
include a wide variety of components to receive input,
provide output, produce output, transmit information,
exchange information, capture measurements, and so on.
The specific input/output (I/O) components 2018 that are
included in a particular machine will depend on the type of
machine. For example, portable machines such as mobile
phones will likely include a touch input device or other such
input mechanisms, while a headless server machine will
likely not include such a touch input device. It will be
appreciated that input/output (I/O) components 2018 may
include many other components that are not shown in FIG.
20. Input/output (I/0) components 2018 are grouped accord-
ing to functionality merely for simplifying the following
discussion and the grouping is in no way limiting. In various
example embodiments, input/output (I/O) components 2018
may include output components 2026 and input components
2028. Output components 2026 may include visual compo-
nents (e.g., a display such as a plasma display panel (PDP),
a light emitting diode (LED) display, a liquid crystal display
(LCD), a projector, or a cathode ray tube (CRT)), acoustic
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components (e.g., speakers), haptic components (e.g., a
vibratory motor, resistance mechanisms), other signal gen-
erators, and so forth. Input components 2028 may include
alphanumeric input components (e.g., a keyboard, a touch
screen configured to receive alphanumeric input, a photo-
optical keyboard, or other alphanumeric input components),
point based input components (e.g., a mouse, a touchpad, a
trackball, a joystick, a motion sensor, or other pointing
instrument), tactile input components (e.g., a physical but-
ton, a touch screen that provides location and/or force of
touches or touch gestures, or other tactile input compo-
nents), audio input components (e.g., a microphone), and the
like.

[0274] In further example embodiments, input/output
(I/0) components 2018 may include biometric components
2030, motion components 2034, environmental components
2036, or position components 2038 among a wide array of
other components. For example, biometric components
2030 may include components to detect expressions (e.g.,
hand expressions, facial expressions, vocal expressions,
body gestures, or eye tracking), measure biosignals (e.g.,
blood pressure, heart rate, body temperature, perspiration, or
brain waves), identify a person (e.g., voice identification,
retinal identification, facial identification, fingerprint iden-
tification, or electroencephalogram based identification),
and the like. Motion components 2034 may include accel-
eration sensor components (e.g., accelerometer), gravitation
sensor components, rotation sensor components (e.g., gyro-
scope), and so forth. Environmental components 2036 may
include, for example, illumination sensor components (e.g.,
photometer), temperature sensor components (e.g., one or
more thermometer that detect ambient temperature), humid-
ity sensor components, pressure sensor components (e.g.,
barometer), acoustic sensor components (e.g., one or more
microphones that detect background noise), proximity sen-
sor components (e.g., infrared sensors that detect nearby
objects), gas sensors (e.g., gas detection sensors to detection
concentrations of hazardous gases for safety or to measure
pollutants in the atmosphere), or other components that may
provide indications, measurements, or signals corresponding
to a surrounding physical environment. Position components
2038 may include location sensor components (e.g., a
Global Position System (GPS) receiver component), altitude
sensor components (e.g., altimeters or barometers that detect
air pressure from which altitude may be derived), orientation
sensor components (e.g., magnetometers), and the like.

[0275] Communication may be implemented using a wide
variety of technologies. Input/output (I/O) components 2018
may include communication components 2040 operable to
couple the machine 2000 to network 2032 or devices 2020
via coupling 2022 and coupling 2024, respectively. For
example, communication components 2040 may include a
network interface component or other suitable device to
interface with network 2032. In further examples, commu-
nication components 2040 may include wired communica-
tion components, wireless communication components, cel-
Iular  communication  components, Near  Field
Communication (NFC) components, Bluetooth® compo-
nents (e.g., Bluetooth® Low Energy), Wi-Fi® components,
and other communication components to provide commu-
nication via other modalities. Devices 2020 may be another
machine or any of a wide variety of peripheral devices (e.g.,
a peripheral device coupled via a Universal Serial Bus

(USB)).
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[0276] Moreover, communication components 2040 may
detect identifiers or include components operable to detect
identifiers. For example, the communication components
2040 may include Radio Frequency Identification (RFID)
tag reader components, NFC smart tag detection compo-
nents, optical reader components (e.g., an optical sensor to
detect one-dimensional bar codes such as Universal Product
Code (UPC) bar code, multi-dimensional bar codes such as
Quick Response (QR) code, Aztec code, Data Matrix, Data-
glyph, MaxiCode, PDF417, Ultra Code, UCC RSS-2D bar
code, and other optical codes), or acoustic detection com-
ponents (e.g., microphones to identify tagged audio signals).
In addition, a variety of information may be derived via the
communication components 2040, such as location via
Internet Protocol (IP) geo-location, location via Wi-Fi®
signal triangulation, location via detecting a NFC beacon
signal that may indicate a particular location, and so forth.
[0277] In some embodiments, a method to control access
to a movie within a movie distribution ecosystem may
include storing subscriber information for a subscriber
within a subscriber database of a content distribution sys-
tem; in the subscriber database, associating the subscriber
with a content accessing system; receiving, via a commu-
nications network and at the content distribution system, a
purchase request from the subscriber to purchase a creden-
tial to view the movie; and/or responsive to receipt of the
purchase request, issuing the credential to view the movie at
one of a movie theater or using the content accessing system
issued to the subscriber.

[0278] In some embodiments, the issuing of the credential
may include updating the subscriber information stored
within the subscriber database.

[0279] In some embodiments, receiving of the purchase
request from the subscriber may include presenting the
subscriber with a group of movie theaters within a prede-
termined geographical proximity to the subscriber, and
receiving selection of the movie theater from the subscriber
from among the group of movie theaters.

[0280] In some embodiments, receiving the purchase
request from the subscriber may include presenting the
subscriber with a list of movies that are viewable at a group
of movie theaters within a predetermined geographical prox-
imity of the subscriber, and receiving a purchase selection of
the movie from the list of movies from the subscriber.
[0281] In some embodiments, the issuing may include
issuing at least two credentials to view the movie to the
subscriber, responsive to receipt of the purchase request.
[0282] In some embodiments, the credential is redeemable
at either the movie theater or via the content accessing
system in order to view the movie.

[0283] In some embodiments, the issuing the credential
may include attributing at least a portion of revenue from the
purchase of the credential to the movie theater.

[0284] In some embodiments, the content accessing sys-
tem may include a set top box.

[0285] In some embodiments, a method to control access
to a content item within a content distribution network may
include storing subscriber information for a subscriber
within a subscriber database of a content distribution sys-
tem; in the subscriber database, associating the subscriber
with a content accessing system; receiving, via a commu-
nications network and at the content distribution system, an
access request from the subscriber for access the content
item via the content accessing system; and/or responsive to
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receipt of the access request, issuing access rights to access
the content item at one of a first venue or a second venue.
[0286] In some embodiments, the first venue may be
associated the content accessing system issued to the sub-
scriber and the second venue.

[0287] In some embodiments, the first venue may be
associated with a content exhibitor.

[0288] In some embodiments, the issuing of the access
rights may include updating the subscriber information
stored within the subscriber database.

[0289] In some embodiments, receiving of the access
request from the subscriber may include presenting the
subscriber with a venues within a predetermined geographi-
cal proximity to the subscriber, and receiving selection of the
second venue from the subscriber from among the venues.
[0290] Insome embodiments, the issuing the access rights
may include attributing at least a portion of revenue attrib-
utable to the access rights to the content exhibitor.

[0291] In some embodiments, the access rights are exer-
cisable at either the content exhibitor or via the content
accessing system in order to access the content item.
[0292] In some embodiments, the content accessing sys-
tem may include a set top box. In some embodiments, a
method to control access to a movie may include receiving
input to initiate playback of the movie within a venue; using
content accessing system, initiating a scan to locate wireless
devices within a predetermined proximity of the content
accessing system; determining that a threshold number of
wireless devices are present within the predetermined prox-
imity of the content accessing system; and/or responsive to
the determination, initiating a verification operation to detect
violations of access rights with respect to the movie.
[0293] In some embodiments, initiating of the scan to
locate the wireless devices may include scanning to identify
at least one of Bluetooth or Wi-Fi devices within the
predetermined proximity of the content accessing system.
[0294] In some embodiments, initiating the scan to locate
the wireless devices may include determining whether a
mobile device of a subscriber associated with the content
accessing system is within the predetermined proximity of
the content accessing system.

[0295] In some embodiments, initiating the verification
operation may include using a content distribution system,
determining a social media identifier for a subscriber asso-
ciated with the content accessing system, retrieving social
media data from a social media data system using the social
media identify; and automatically analyzing the social media
data to detect violations of the access rights with respect to
the movie.

[0296] In some embodiments, initiating the verification
operation may include monitoring a group of content sys-
tems outside of a content distribution network to identify an
out-of-network watermark digitized version of the movie.
[0297] In some embodiments, the playback may include
streaming the movie from a remote content storage system
to the content accessing system.

[0298] In some embodiments, the initiating of the play-
back may include downloading the movie from a remote
content storage system.

[0299] In some embodiments, such a method may further
include detecting that a violation of the access rights with
respect to the movie has occurred and, responsive to the
detecting, restricting the playback of the movie within the
venue.
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[0300] In some embodiments, a method to control access
to a movie within a venue may include receiving an access
request to access to the movie, available via a content
distribution system, within the venue; using content access-
ing system and responsive to the access request to access the
movie, initiating a scan to locate wireless devices within a
predetermined proximity of the content accessing system;
determining that a mobile device of a subscriber associated
with the content accessing system is not present within the
predetermined proximity of the content accessing system;
determining whether a predetermined number of access
requests for movies available via the content distribution
system have been received at the content accessing system
without the mobile device of the subscriber; and/or respon-
sive to the determination, initiating a verification operation
to detect violations of access rights with respect to the
movie.

[0301] In some embodiments, may be present within the
predetermined proximity of the content accessing system.
[0302] In some embodiments, the predetermined number
of access requests may include a predetermined number of
purchase requests for credentials for the movies.

[0303] In some embodiments, such a method may further
include detecting that a violation of the access rights with
respect to the movie has occurred and, responsive to the
detecting, restricting access to the movie within the venue.
[0304] In some embodiments, initiating the verification
operation may include using the content distribution system,
determining a social media identifier for the subscriber
associated with the content accessing system, retrieving
social media data from a social media data system using the
social media identify; and automatically analyzing the social
media data to detect violations of the access rights with
respect to the movie.

[0305] In some embodiments, the access may include
streaming the movie from a remote content storage system
to the content accessing system.

[0306] In some embodiments, the access may include
downloading the movie from a remote content storage
system.

[0307] In some embodiments, initiating of the scan to
locate the wireless devices may include scanning to identify
at least one of Bluetooth or Wi-Fi devices within the
predetermined proximity of the content accessing system.
[0308] In some embodiments, a method to control distri-
bution of a digitized version of a movie may include
receiving an access request at a content distribution system
from a content accessing system associated with a subscriber
to a movie subscription service operated by the content
distribution system, the content distribution system and the
content accessing system forming part of a content distri-
bution network, and the access request; using the subscriber
identifier, accessing a subscriber database, to determine that
the subscriber is authorized to access the movie; responsive
to the determination that the subscriber is authorized to
access the movie, applying a persistent forensic watermark
to the digitized version of the movie to generate a water-
marked digitized version of the movie; and/or distributing
the watermarked digitized version of the movie from the
content distribution system to the content accessing system.
[0309] In some embodiments, the receiving an access
request at a content distribution system from a content
accessing system associated with a subscriber to a movie
subscription service operated by the content distribution
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system, the content distribution system and the content
accessing system forming part of a content distribution
network, and the access request may include a subscriber
identifier of the subscriber and requesting access to the
movie.

[0310] In some embodiments, the persistent forensic
watermark further may be uniquely associated with the
subscriber identifier.

[0311] In some embodiments, the access request may
include a device identifier associated with the content
accessing system.

[0312] In some embodiments, such a method may further
include monitoring a group of content systems outside of the
content distribution network to identify an out-of-network
watermark digitized version of the movie.

[0313] In some embodiments, such a method may further
include responsive to identifying the out-of-network water-
mark digitized version of the movie, disabling and quaran-
tining the content accessing system.

[0314] In some embodiments, such a method may further
include responsive to identifying the out-of-network water-
mark digitized version of the movie, automatically distrib-
uting corrupted digitized versions of the movie via the
content distribution network.

[0315] In some embodiments, the content distribution
network may include a peer-to-peer distribution system, and
automatically distributing corrupted digitized versions of the
movie is performed using the peer-to-peer distribution sys-
tem.

[0316] The current application discloses number of tech-
nologies that may be used, in example embodiments, to
address and mitigate access and distribution challenges that
are currently facing the movie distribution industry. These
technologies, embedded in a network-based movie delivery
system, monitor behavioral indicators on users and restrict
or shutdown movie viewing when certain behaviors are
detected.

[0317] Various example embodiments will be discussed
with the context of a content distribution network 2100
illustrated in. Within the context of content distribution
network 2100, filmmakers 2112 collaborate with FIG. 21
production studios 2110 to create movies (or films). Increas-
ingly, movies are being created in a purely digital form, and
may be stored in a movie database 2116.

[0318] The production studios 2110 turn work with movie
distributors, each of which may operate a movie distribution
system 2118 in order to distribute movies via a number of
channels for release in cinemas or directly to consumers
(e.g., via DVD or video on demand (VOD)). To this end, a
movie distribution system 2118 may access and distribute
digital movies from the movie database 2116 via multiple
networks 2102 (e.g., terrestrial or satellite networks, includ-
ing the Internet). A movie distribution system 2118 may
deliver movies to an exhibitor 2108 (e.g., a particular movie
theater), either on film, hard disk drives, or electronically via
a network (e.g., via a secure satellite connection).

[0319] The movie distribution system 2118, according to
some in some embodiments, may also be connected via one
or multiple movie accessing systems 2106 (e.g., a set top
box) so as to enable distribution of digital movies directly to
a residence 2114 (or other location) of a consumer 2104.
[0320] The movie distribution system 2118 interacts with
a network of exhibitors so as to make the first-run movies,
currently available in theaters operated exhibitors 2108 to be
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simultaneously made available to the consumer 2104 via the
movie accessing system 2106. Specifically, in one example
embodiment, the accessing system enables the consumer
2104, via the 2106, to purchase access rights, in the example
from that credential that is redeemable to view a particular
movie either at theaters operated by the exhibitors 2108 or
within the residence 2114 via the movie accessing system
2106.

[0321] It will be appreciated that there are a large number
of technical challenges to ensuring that the out-of-theater
access to first-run movies (which are currently still primarily
available in theater) is not abused or misused. For example,
a particular consumer 2104 may be tempted to invite a large
number of people into his or her residence 2114 to view
particular movie. Similarly, the consumer 2104 may also be
tempted to relocate the movie accessing system 2106 to a
public venue for a screening of particular movie. Where the
consumer 2104 has only paid for limited access rights, these
actions would cause constitute a misuse, and a loss of
revenue for the exhibitors 2108.

[0322] Where the consumer 2104 is technically skilled,
there is also the risk that the consumer 2104 may be tempted
to replicate a movie to which he or she has access to via the
movie accessing system 2106. Such replication could be
achieved, for example, by using a camera to capture play-
back of a movie on the movie accessing system 2106. A
more sophisticated consumer 2104 may attempt to inject a
video capture device into a playback chain to capture a high
quality copy of a movie by the movie accessing system
2106.

[0323] To combat the above scenarios, the example con-
tent distribution network 2100 employs technologies across
the movie distribution system 2118 and the movie accessing
system 2106. As will be described in further detail below
with reference to FIG. 22, the movie distribution system
2118 and the movie accessing system 2106 employ subsys-
tems to monitor certain behaviors that are indicative of
misuse, and also modify content to facilitate such monitor-
ing. While for the details regarding the subsystems will be
provided, an overview of certain example functions is pro-
vided immediately below

[0324] Monitored behavioral indicators that may be
detected by the content distribution network 2100 include:

[0325] (1) Ordering the same movie (e.g., movie title)
multiple times.
[0326] Population spikes of wireless devices (e.g. Wi-Fi

and Bluetooth devices) within a home-viewing environment
(e.g., the residence 2114) are detected. As virtually everyone
who comes over to watch a movie at the residence 2114 will
have a smartphone, the movie accessing system 2106 moni-
tors populations of Wi-Fi devices in the residence 2114 in
order to ensure sufficient bandwidth is available for high-
quality viewing experience. For example, the system may
choose to download more of a movie into the viewing device
if the home network is experiencing heavy traffic. An
important by-product of this technology is the ability to
count the Wi-Fi and Bluetooth enabled devices before,
during, and after movie purchases. Spikes in number devices
during film rentals trigger a social scrape, discussed in
further detail below.

[0327] (2) Audio fingerprint/location services matching.
Both of these technologies contribute to the detection of an
increase in the number of devices (and thus humans) at the
time of viewing.
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[0328] Usage is permitted for the entire residence 2114,
but membership (or subscription) to a service associated
with the movie distribution system 2118 is tied to an
individual account, home address, and mobile number. A
Bluetooth ping is emitted from the movie accessing system
2106 (e.g., a set-top box). The movie accessing system 2106
is accordingly able determine if the member’s mobile phone
is present when a film is purchased. Should the content
distribution network 2100 detect multiple purchases without
the member present, the movie distribution system 2118
conducts a social media scrape, an enhanced and specific
MUI (Member’s Unique Identifier) search and a purchase
analysis to ensure proper use

[0329] (2) Ordering in similar time and frames on a
regular basis, (implying a programmatic system to capture
the output of the content access device)

[0330] The content distribution network 2100 automati-
cally detects such activity, and conducts a social media
scrape—e.g., automated analysis of a member’s social
media profile and circle and can shut down service if abuse
is further evidenced.

[0331] Each membership is tied to an individual and a
single residential address (e.g., of the residence 2114). The
movie accessing system 2106 is always aware of its location
and will only activate in the applicant’s home address. When
the movie accessing system 2106 is installed, it forms an
unbreakable chain with the single TV, switcher or receiver to
which it is connected with via HDMI, creating a “Client to
Device Pairing” (CTDP). Once the CTDP is established and
someone attempts to move the movie accessing system
2106, the chain is broken and the movie accessing system
2106 is unusable. This movie accessing system 2106 may be
designed for one screen, one home.

[0332] When the member would like to upgrade his/her
screen, the member will notify the movie distribution system
2118 to enable a grace period, allowing him/her to change
screens and re-lock to the new one. Again, the change of
screen has to take place in the exact member home (e.g., the
residence 2114) and once the re-lock takes place the
unbreakable chain is reestablished.

[0333] A consumer 2104 is associated to a specific theater
of the exhibitors 2108 to which all credential and concession
income are attributed and where the member can re-expe-
rience films previously rented on the service. This provides
transparency on a ‘“‘same-store-basis”—existing physical
attendance, digital experience and physical re-experience all
contributing to EBITDA on a theater-by-theater basis. This
creates a powerful financial analysis tool for the exhibitors
2108 to properly analyze performance and the positive
impact of a movie distribution system 2118. A service
offered by a movie distribution system 2118, which is tied to
location and credential purchases, can provide this level of
clarity.

[0334] The content distribution network 2100 described
herein is a highly sophisticated technology platform exceed-
ing many requirements for existing platforms today. The
living room is a less-controlled environment, and the
example content distribution network 2100 provides mea-
sures to protect movie.

[0335] Examples of such measures include:
[0336] Encryption Key Hierarchy Design
[0337] The movie distribution system 2118 and movie

accessing system 2106 use multiple encryption key sets
which can change as often as necessary (the “key period”)
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(for example, every 60 seconds). Given the proprietary
architecture of the content distribution network 2100, at
today’s processing power, it would take a super-computer
many years to crack encryption under a brute force attack
scenario. Even then, the intruder would have access to only
the amount of time equivalent to the key period of viewing.
This process would have to be repeated for each key period
in the film.

[0338] Persistent Forensic Watermarking

[0339] The movie accessing device 2106 to watermark
each movie with a Member’s Unique Identifier (MUI)
linking it back to the individual member. The watermark is
persistent, invisible to the naked eye and irremovable with-
out the destruction of the underlying image. A watermark
thus operates as a digital beacon stitched into the fabric of
the film.

[0340] Forensic Data Center

[0341] The movie distribution system 2118 has a dedi-
cated data center that constantly searches for MUI’s outside
the content distribution network 2100.

[0342] Since the MUI is inserted at the movie accessing
device, any MUI found anywhere on the internet 2100 is
considered illicit. At this point, the member’s movie access-
ing system 2106 will be shut off and quarantined. If the
abuse or illicit activity is confirmed, the member and the
household will be banned from the content distribution
network 2100.

[0343] P2P Polluter

[0344] Once an MUI is detected outside of the content
distribution network 2100, the movie distribution system
2118 (and specifically a forensic analysis system 2238)
distributes corrupted files of the same film at a ratio of 1,000
to 1 via peer-based distribution. Therefore, immediately
“diluting” the infringement to a rate that would be extraor-
dinarily frustrating, if not impossible, for further piracy of
that copy to take place.

[0345] The content distribution network 2100 provides
custom dashboards to the production studios 2110 and the
exhibitors 2108 with transparent up-to-the-minute reporting
on a title-by-title basis. In anonymous format, the movie
distribution system 2118 provides “behavioral analytics™ to
better target market members who are fans of particular
genres or filmmakers. Increasing titles, surfacing more rel-
evant choices per member and ultimately increasing pur-
chases betters all constituencies. F

[0346] The content distribution network 2100 may be
implemented as a closed membership service, and records
for members or subscribers in the following basic informa-
tion:

[0347] Name
[0348] DOB (must be 18+)
[0349] Gender
[0350] Home Address
[0351] Email
[0352] Phone number (home and cell)
[0353] Own or rent home
[0354] How long lived at home address
[0355] From this information, and a social media scrape—

automated analysis of a member’s social media profile and
circle—the movie distribution system 2118 is able to deter-
mine the applicant’s suitability and grant or deny member-
ship.

[0356] Once membership is granted, the member’s card is
charged for shipping of the movie accessing system 2106.

Jun. 18, 2020

The movie accessing system 2106 is drop-shipped directly
to the home residence of the accepted member, and a
signature will always be required.

[0357] The content distribution network 2100 a technol-
ogy platform enabling exhibitors 2108 to distribute first-run
movies to a residence 2114. When the movie is in theaters,
it is on the content distribution network 2100. When it is out
of theaters, it is off the content distribution network 2100.
[0358] With reference to FIG. 22, an example embodiment
of content distribution network architecture 2200 is shown.
A movie distribution system 2118 provides server-side func-
tionality via a network 2208 (e.g., the Internet or wide area
network (WAN)) to a movie accessing system 2106 in the
example form of a set top box 2204. Various subsystems,
including a view system 2210, a video system 2212, and a
forensics system 2214 are hosted and execute on the set top
box 2204.

[0359] The movie distribution system 2118 includes an
application server 2222, which in turn hosts a number of
sub-systems that provides a number of functions and ser-
vices to studio server 2202 and the set top box 2204.
[0360] The set top box 2204 enables a consumer 2104 to
view and interact with the movie distribution system 2118.
For instance, the user provides input (e.g., touch screen input
or alphanumeric input) to the set top box 2204, and the input
is communicated to the movie distribution system 2118 via
the network 2208. In this instance, the movie distribution
system 2118, in response to receiving the input from the
user, communicates information back to the set top box 2204
via the network 2208 to be presented to the user.

[0361] An Application Program Interface (API) server
2218 and a web server 2220 are coupled to, and provide
programmatic and web interfaces respectively, to the appli-
cation server 2222. The application server 2222 comprises a
number of subsystems including a distribution system 2224,
a security system 2226, an encoding system 2228, an ingest
system 2230, a forensic analysis system 2238, a quality
assurance system 2240, and a subscriber management sys-
tem 2206.

[0362] The ingest system manages the retrieval of content
from the studios for encoding and distribution.

[0363] The quality assurance system works to ensure
movies are encoded with high quality and there are no errors
in the resulting files.

[0364] The subscriber management system is the core
registry of members of the service, and is the database that
determines whether a member’s device is valid and can be
issued keys to decrypt the movie.

[0365] The application server 2222 is, in turn, shown to be
coupled to a database server 2232 that facilitates access to
information storage repositories (e.g., a database 2234). In
an example embodiment, the database 2234 includes storage
devices that store information accessed and generated by the
set top box 2204

[0366] Additionally, a video delivery application 2216,
executing on a studio server 2202, is shown as having
programmatic view to the movie distribution system 2118
via the programmatic interface provided by the Application
Program Interface (API) server 2218.

[0367] Further, while the content distribution network
architecture 2200 shown in FIG. 22 employs a client-server
architecture, the present inventive subject matter is of course
not limited to such an architecture, and could equally well
find application in a distributed, or peer-to-peer, architecture
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system, for example. The content distribution network archi-
tecture 2200 could also be implemented as a standalone
software program, which does not necessarily have network-
ing capabilities.

[0368] FIG. 23 is a block diagram illustrating further
details of the subscriber management and credentialing
technology, according to some example embodiments, as
implemented between a movie distribution system 2118 and
exhibitors 2108.

[0369] Exhibitors maintain a credentialing system 2302,
and a credential database 2304, to track the issuance of
credentials for the viewing of movies within the theaters
operated by the exhibitors 2108. To this end, the credential-
ing system 2302 provides on-premise terminals at which
movie theater-goers can purchase credentials. The creden-
tialing system 2302 may also have a web and application
program interfaces so as to allow the purchase of theater
credentials remotely, via the Internet (e.g., on webpages or
using credential purchasing applications hosted on mobile
other computing devices).

[0370] A subscriber management system 2206 of a movie
distribution system 2118 is able to access the credentialing
system 2302 of the 2108 via the networks 2120. This in turn
enables a consumer 2104, via the set top box 2204, to
interact with the movie distribution system 2118 to purchase
credentials for accessing content (e.g., a movie), with this
credential purchased being accredited to the exhibitors 2108
and reflected in the credentialing system 2302 of the exhibi-
tors 2108. For example, a consumer 2104 may interact with
the movie distribution system 2118, via the networks 2120,
and issue a credential purchase request to the movie distri-
bution system 2118. The movie distribution system 2118, in
turn, may record a corresponding credential purchase autho-
rization within the subscriber database 2308. The credential
purchase authorization enables and authorizes access by the
set top box 2204 to a digitized version of the movie (e.g.,
stored within the movie database 2116). The movie distri-
bution system 2118 further interacts via the networks 2120,
with the credentialing system 2302 to associate a credential
purchase authorization within the 2206 with a credential
purchase recorded in the credential database 2304. This is
synchronization between the subscriber management system
2206 and the credentialing system 2302 enables redemption
of a credential (or multiple credentials) to view a movie at
either a movie theater operated by the exhibitors 2108 and/or
within a residence 2114 via the set top box 2204.

[0371] As with credential purchase authorizations, creden-
tial redemptions are likewise synchronized between the
credentialing system 2302 and the subscriber management
system 2206, so that the viewing of a movie, for example,
on the set top box 2204 may disqualify further viewing of
the movie within a theater operated by the exhibitors 2108.

[0372] FIG. 24 is a schematic representation of interac-
tions between various components described with reference
to the preceding figures.

[0373] A routine is not described, which may be imple-
mented and executed, in some example embodiments, by the
movie distribution system 2118 described with reference to
the preceding figures.

[0374] Inblock 2502, routine 2500 stores subscriber infor-
mation for a subscriber within the subscriber database 2308
of a movie distribution system 2118.
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[0375] In block 2504, routine 2500, in the subscriber
database 2308, associates the subscriber with a content
accessing system (e.g., the set top box 2204).

[0376] In block 2506, routine 2500 receives, via a com-
munications network and at the content distribution system,
a credential purchase request.

[0377] In block 2508, routine 2500 responsive to receipt
of the purchase request, issues the credential to view the
movie at one of a movie theater or using the content
accessing system issued to the subscriber.

[0378] Inblock 2510, routine 2500 presents the subscriber
with a list of movies that are viewable at a plurality of movie
theaters within a predetermined geographical proximity of
the subscriber, and receives a purchase selection of the
movie from the list of movies from the subscriber.

[0379] In done block 2512, routine 2500 ends.
[0380] In block 2602, routine 2600 starts.
[0381] In block 2604, routine 2600 associates the sub-

scriber with a content accessing system in the subscriber
database 2308.

[0382] In block 2606, routine 2600 receives, via a com-
munications network and at the content distribution system,
a content access request to access a particular content item
(e.g., a movie).

[0383] In block 2608, routine 2600 responsive to receipt
of the access request, issues access rights to access the
content item at one of a first venue or a second venue.
[0384] Inblock 2610, routine 2600 presents the subscriber
with a venues within a predetermined geographical proxim-
ity to the subscriber, and receives selection of the second
venue from the subscriber from among the venues.

[0385] In done block 2612, routine 2600 ends.

[0386] In block 2702, routine 2700 receives input to
initiate playback of the movie within a venue.

[0387] In block 2704, routine 2700 using the movie
accessing system 2106, initiates a scan to locate wireless
devices within a predetermined proximity of the movie
accessing system 2106.

[0388] In block 2706, routine 2700 determines that a
threshold number of wireless devices are present within the
predetermined proximity of the movie accessing system
2106.

[0389] In block 2708, routine 2700 responsive to the
determination, initiates a verification operation to detect
violations of access rights with respect to the movie.
[0390] In block 2710, routine 2700 using the movie dis-
tribution system 2118, determines a social media identifier
for a subscriber associated with the movie accessing system
2106, retrieves social media data from a social media data
system using the social media identify; and automatically
analyzes the social media data to detect violations of the
access rights with respect to the movie.

[0391] In done block 2712, routine 2700 ends.

[0392] In block 2802, routine 2800 receives an access
request to access to the movie, available via the movie
distribution system 2118, within the venue.

[0393] Inblock 2804, routine 2800 using movie accessing
system 2106 and responsive to the access request to access
the movie, initiates a scan to locate wireless devices within
a predetermined proximity of the movie accessing system
2106.

[0394] In block 2806, routine 2800 determines that a
mobile device of a subscriber associated with the movie
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accessing system 2106 is not present within the predeter-
mined proximity of the movie accessing system 2106.
[0395] In block 2808, routine 2800 determines whether a
predetermined number of access requests for movies avail-
able via the movie distribution system 2118 have been
received at the movie distribution system 2118 from a device
without geographical proximity to the mobile device of the
subscriber.

[0396] In block 2810, routine 2800 responsive to the
determination, initiating a verification operation to detect
violations of access rights with respect to the movie.
[0397] Inblock 2812, routine 2800 detects that a violation
of the access rights with respect to the movie has occurred
and, responsive to the detecting, restricts to the movie within
the venue.

[0398] In done block 2814, routine 2800 ends.

[0399] In block 2902, routine 2900 monitors a plurality of
content systems outside of the content distribution network
2100 to identify an out-of-network watermark digitized
version of the movie.

[0400] In block 2904, routine 2900 receives an access
request at the movie distribution system 2118 from the
movie accessing system 2106 associated with a subscriber to
a movie subscription service operated by the movie distri-
bution system 2118

[0401] In block 2906, routine 2900 using the subscriber
identifier, accesses the subscriber database 2308, to deter-
mine that the subscriber is authorized to access the movie.
[0402] In block 2908, routine 2900 responsive to the
determination that the subscriber is authorized to access the
movie, applies a persistent forensic watermark to the digi-
tized version of the movie to generate a watermarked
digitized version of the movie.

[0403] In block 2910, routine 2900 distributes the water-
marked digitized version of the movie from the movie
distribution system 2118 to the movie accessing system
2106.

[0404] In block 2912, routine 2900 responsive to identi-
fying the out-of-network watermark digitized version of the
movie, disabling and quarantining the movie accessing
system 2106

[0405] In done block 2914, routine 2900 ends.

[0406] In block 3002, routine 3000 monitors a plurality of
content systems outside of the content distribution network
2100 to identify an out-of-network watermark digitized
version of the movie.

[0407] In block 3004, routine 3000 receives an access
request at a movie distribution system 2118 from the movie
accessing system 2106 associated with a subscriber to a
movie subscription service operated by the movie distribu-
tion system 2118

[0408] In block 3006, routine 3000 using the subscriber
identifier, accesses the subscriber database 2308, to deter-
mine that the subscriber is authorized to access the movie.
[0409] In block 3008, routine 3000 responsive to the
determination that the subscriber is authorized to access the
movie, applies a persistent forensic watermark to the digi-
tized version of the movie to generate a watermarked
digitized version of the movie.

[0410] In block 3010, routine 3000 distributes the water-
marked digitized version of the movie from the movie
distribution system 2118 to the movie accessing system
2106.
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[0411] In block 3012, routine 3000 responsive to identi-
fying the out-of-network watermark digitized version of the
movie, automatically distributing corrupted digitized ver-
sions of the movie via the movie distribution system 2118
[0412] In done block 3014, routine 3000 ends.

[0413] FIG. 31 is a diagrammatic representation of a
content distribution network within which various example
embodiments may be implemented.

[0414] In one embodiment, the system delivers first-run,
feature films into the home. As such it is designed as a high
standard consumer video service. Films are encoded at
higher bit-rates to ensure the highest viewing quality. Con-
tent is distributed and saved to local storage inside the
in-home viewing device. The system is designed with the
high levels of piracy detection and prevention.

[0415] FIG. 32 is a diagrammatic representation of
another content distribution network within which various
example embodiments may be implemented.

[0416] The content distribution of FIGS. 31 and 32 pro-
vide a similar level of security.

[0417] Ingest

[0418] The head end receives content from the studios

using the Digital Cinema Distribution Coalition (DCDC)
system, which pitches theater-quality encoded movies over
a satellite connection. The DCDC system also includes
provisions for exception-handling in cases where the satel-
lite delivery fails, falling back ultimately to hand-delivered
hard drives in the worst case.

[0419] In one embodiment, one aspect of the DCDC
system is adapted. Because of encoding content for a typical
flat-panel television screen, it is re-encoded at the head end
for distribution, such that it is made available to the encod-
ing system “in the clear.” The ingest system is adapted to
populate a secure file server with content that can be
accessible by the encoding system.

[0420] Inone embodiment, the DCDC system is leveraged
for delivery and management of availability windows so the
contents of the contribution file system conforms to industry
standards.

[0421] In one embodiment, the output of the Ingest system
is the Contribution File Server (CFS) with high-quality
content for the movies and trailers that the system relies on.
[0422] FIG. 33 is a diagrammatic representation of yet
another content distribution network within which various
example embodiments may be implemented.

[0423] Encoding

[0424] Various embodiments manage a broad range of
formats, frame rates and conversions, including HD, 3D,
Mezzanine, 4K, UHD and HDR. Some embodiments offer
native support for the Materials eXchange Format (MXF),
and Inter-Operable Media Files (IMF) for Digital-End-To-
End (DETE) system.

[0425] In one embodiment, new features and trailers that
arrive in the CFS are automatically encoded to the defined
profiles by a bank of encoding machines.

[0426] In one embodiment, content is encoded in H.265
video at a sufficiently high average bitrate to eliminate
artifacts at full resolution. In the “constant quality” approach
taken, the bitrate is allowed to vary when the content is more
demanding rather than over-constraining the encoding pro-
cess. In one embodiment, this uses the download-first deliv-
ery system. Because the entire feature is played from local
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storage, the peak encoded bitrate can be very large. High-
action scenes simply consume more bandwidth with no
effect on quality.

[0427] Audio is encoded in 7.1 channel surround sound in
multiple formats to match the capabilities of home theater
receivers. The appropriate format is delivered based on the
user’s receiver, and any necessary transformation from that
format is handled by the set-top box.

[0428] Metadata

[0429] The DCDC system carries metadata to describe
every feature and trailer. In some embodiments the User
Experience (UX) uses some enhancements to metadata to
complement the on-screen Ul. Some augmentation of the
available metadata is handled by an editorial staff and
entered into the Metadata system.

[0430] In one embodiment, a MongoDB database is the
master store of all metadata for the editorial system. In one
embodiment, this, and all other data is stored within secure
data centers. Data centers follow modern approaches to
securing data, ranging from multi-tiered services, encrypted
server-to-server communication throughout, and physical
security around storage of key assets.

[0431] Some embodiments provide extensive technical
and editorial metadata services, with a single master inges-
tion and normalization process that aligns source material
with industry metadata and identification standards (e.g.
EMA, EIDR). Metadata is sourced directly from Content
Providers and be conditionally augmented with external data
sources.

[0432] Encryption

[0433] In some embodiment, all content is encrypted with
an AES block cipher. AES keys are changed periodically
(such as every few seconds) to limit the impact of a
brute-force attack on the content. In one embodiment, keys
are never reused beyond the block of content in the particu-
lar file they are matched to, so even a successful attack on
a single AES key yields only access to a few seconds of
video. These keys are individually encrypted and delivered
to each in-home STB that purchases the movie just prior to
viewing. In one embodiment, within the STB, the keys are
decrypted only within the trusted secure processor to prevent
leakage.

[0434] FIG. 34 is a diagrammatic representation of server-
side watermarking according to some example embodi-
ments.

[0435] Watermarking

[0436] As part of the overall effort make the content highly
secure and trackable, down to the end user, in some embodi-
ments watermarking is implemented for all content. Some
embodiments include a server and client component aspect.
[0437] Once content has been received in the secure NOC
facility, server side watermarking is applied. This is done by
using two streams of the same content and embedding
content segments with specific watermarking. The seg-
mented video content is further encrypted with individual
keys.

[0438] FIG. 35 is a diagrammatic representation of set-
top-box watermarking according to some example embodi-
ments.

[0439] On the Set-Top-Box side the secure domain within
the SOC provides the decryption and decoding of the
protected content. Furthermore, HDCP is used for connect-
ing via HDMI to final display (TV).
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[0440] FIG. 36 is a diagrammatic representation of the
content distribution network of FIG. 31 with an example
watermarking implementation within which various
example embodiments may be implemented.

[0441]

[0442] In some embodiments encoded content and meta-
data are previewed on an actual in-home set-top box by QA
staff to ensure there are no errors in encoding or metadata.
Once a new feature has been QA’d and approved, the
content is made available to the Origin Server for distribu-
tion. Performing QA on an actual STB ensures the entire
end-to-end chain is functioning properly.

[0443] In some embodiments all parts or at least one part
of the system, including the STB, collect key data that is
examined for anomalies. Any problem with the display of
any frame of a film is reported and escalated through support
staff at the Network Operations Center (NOC). Anomalies
are traced to root cause and actions are taken to restore
service or identify faulty hardware.

[0444] The data is available to Customer Service as well,
to allow for rapid troubleshooting and validation of viewer
complaints. Any gap in the chain of problem identification
and resolution is fed into an ongoing process improvement
system that is focused on a 99.999% uptime.

[0445]

[0446] The distribution infrastructure is set up in a secure
cloud hosting, storage and delivery services for a library of
the capacity of, for exmple, 50,000 movies with ingest from
any major Content Provider. Content is published 1) in
Mezzanine quality to support any downstream workflows; 2)
in ABR format to a pre-designated end-point; 3) to any CDN
origin storage (with DRM) and/or 4) to any provided IP-
capable set-top-box, which is studio-approved and MPAA-
certified cloud.

[0447] Insome embodiments, encoded and encrypted con-
tent is stored on the Origin Server. Content Distribution
Network (CDN) partners pull content from the Origin Server
and make it available at scale to the customer base. Down-
loading into the SSD storage in the in-home STB is essen-
tially a “pull” operation driven by an arbitrage according to
each CDN partner’s cost structure and availability.

[0448] In order to ensure the best possible viewing expe-
rience, devices download all available content, or a selected
or automatic subset, to the local storage and keep it until the
end of the availability window. This allows a viewer to
impulse-purchase a film and view it with highest quality
even if the viewer’s internet connection is unstable.

[0449] In some embodiments, an internet connection is
still required at the time of viewing, however, for delivery of
keys and to ensure the collection of forensic information.
Since the keys are a fraction of the size of the actual video
data, the time it takes to download them at the time of
purchase is negligible.

[0450] Trailers are also downloaded into the local storage
and played prior to viewing of the feature film. During this
time the STB and service work together to validate the
integrity of the downloaded content, ensure the keys are
properly delivered, and the internet is sufficiently available
for forensic collection.

[0451] Tier-1 network delivery ensures high-quality video
delivery, across multiple networks and leverage enhanced
media consumption insights.

Quality & Service Assurance

Cloud Hosting, Storage and Distribution
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[0452] In some embodiments, the system manages and
enforces Content Providers required potential content rights
limitations (e.g., geo-blocking).

[0453] FIG. 37 is a block diagram illustrating a set-top
box, according to some example embodiments.

[0454]

[0455] In one embodiment the in-home device looks like
a set-top box, Some embodiments have one or more of:

[0456]

Customer-Premises Equipment

SSD storage for pre-cached film content.

[0457] Custom individual watermarking with the device’s
unique 1D.

[0458] Highest-quality video decoding—minimum 4 k
capable.

[0459] Modern graphics for an excellent Ul

[0460] Identification of the television for pairing.

[0461] Network-scanning, both WiFi and Bluetooth.
[0462] Hardware/Security

[0463] The device has a system-on-chip (SoC) that

includes all or many functions: CPU, GPU, A/V decode,
secure processor (SP). The SP assumes that it cannot trust
the host CPU, and in one embodiment all authentication of
the device to the service is essentially a transaction between
the service and the SP. The SP includes secure storage for
keys as well as secure use of the keys for both symmetric and
asymmetric decryption. In one embodiment, in no event is a
key ever exposed to the host processor on the SoC. In one
embodiment, as AN bitstreams are decrypted they are kept
in an area of memory inaccessible to the CPU while waiting
to be decoded by the A/V decoder. By design, even a rooted
device is unable to access keys or decrypted bitstreams.

[0464] In one embodiment, as a further measure of secu-
rity, the device has a mechanism in the case that disables the
device permanently and irreversibly if any attempt is made
to open it.

[0465] OS/UX and Framework

[0466] In one embodiment, the underlying operating sys-
tem running on the host processor is Android. Android is a
variant of SELinux with an additional Java-based applica-
tion framework. In one embodiment, since the device has no
need for applications, the Android Operating System (OS) is
stripped down to its basic elements necessary for operation,
and the Java application environment is removed.

[0467] Inone embodiment, the user-interface is built using
web technologies to take full advantage of modern tools for
expressing an experience. To support this, in one embodi-
ment the OS implements a constrained, embedded version of
the “Chromium” browser core which forms the basis of the
“Chrome” browser. The Chromium browser core itself is
subjected to pruning, but also extended to support certain
aspects of the service.

[0468] Mobile Verification

[0469] In one embodiment the primary viewer’s mobile
phone is paired with the device to ensure the viewer is
present when the device is active. In one embodiment
pairing is performed by the Screening Room i0S/Android
application. In one embodiment initial pairing is done by
presenting a QR code on the television, which is viewed by
the app using the mobile device’s camera. In one embodi-
ment once this pairing is established, audio fingerprinting
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can be used on an on-going basis to verify the presence of
the viewer’s mobile phone.

[0470] Forensics
[0471] Piracy
[0472] In one embodiment the primary attack vectors of

concern for the system are that of copying digital content
from the system via HDMI, and by training a camera on the
output of a television.

[0473] HDMI piracy is mitigated to some extent by tele-
vision pairing using the television’s (or intermediate receiv-
er’s) unique 1D, which is used to determine when the device
is no longer connected to the original television. A call to
customer service is required to re-enable the device after a
legitimate move.

[0474] To handle both the case of digital copying as well
as capturing photons from a screen, a forensic watermark is
applied by the STB containing the ID of the device.
[0475] At the same time, the infrastructure includes a web
crawler that is constantly searching for pirated versions of
feature films. When the web crawler identifies a film, it scans
it for watermarks. If a match is found, the account that
matches the ID found in the watermark can be held account-
able and, if necessary, disabled.

[0476] Clustering

[0477] The terms of service make it clear that the device
is for household residents only. To impede attempts at
“clustering,” or allowing an excessive number of others to
view the film in the viewer’s home, in some embodiments
one or more techniques are employed:

[0478] Periodic scans of the home network are performed
to keep track of the number of devices that are connected to
WiFi.

[0479] Periodic scans for Bluetooth devices are performed
to count nearby phones and tablets.

[0480] A fingerprint is embedded into the audio that can be
used to ensure the actual viewer’s mobile phone is within
range of the television.

[0481] Any suspicious activity is followed up with a scan
of the viewer’s social media activity to determine if there is
reason to suspect intentional “clustering.”

[0482] Credentialing for Re-Experiencing

[0483] Viewers receive with each purchase the opportu-
nity to re-experience the film at their theater of choice. Each
purchase qualifies the viewer to receive two or more cre-
dentials and allow the viewer to make their showtime
selection on-screen.

[0484] This involves several threads of execution:

[0485] Tracking vouchers. Once a purchase is made, the
credit for viewing in the theater is recorded and tracked until
the film is no longer available.

[0486] Showtime selection. Presentation of available
showtimes to the user also involves mitigating impact to
peak theater attendance. Operational rules are available in
the system to reduce availability for re-experiencing when
the showtime is nearly sold out.

[0487] Seat selection. Since many theaters now offer
reserved seating, in one embodiment the system allows for
seat selection with purchase.

[0488] Additional credentials. Viewers may purchase
additional credentials for friends and family members to
combine with the two or more credentials they receive with
the original purchase. This supports seat selection, so the
group can sit together.
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[0489] Upgraded credentials. Viewers may choose to
upgrade their original credentials to higher quality experi-
ences (e.g. IMAX, 3D, etc.).

[0490] Mobile credentials on the viewer’s phone.

[0491] Implementation of credential policy. The two or
more credentials from the original purchase are for the use
of the viewer and household only. In various embodiments,
the system has one or more hooks to ensure it is extremely
difficult to sell or share the credentials outside the house-
hold:

[0492] The viewer’s mobile device is validated using SMS
ensuring the credential QR code cannot be displayed on an
un-validated device.

[0493] The QR code is not made available to the mobile
device until a short time before the scheduled viewing.
[0494] The QR code is made available using geo-fencing
to verify the user’s proximity to the designated theater.
[0495] The QR code contains subtle animating graphics to
mitigate the risk of the sharing screenshots of credentials.
[0496] The viewer’s avatar is displayed on the mobile app
along with the QR code to the trained agent at the theater to
withhold issue of the credential if a photo verification isn’t
possible.

[0497] In one embodiment credentialing is through inte-
gration with an existing credentialing system like Fandango.
In this case the credential policy is implemented as
described as above. In another embodiment, credentials are
issued via a separate kiosk in the theater that implements one
or more additional screening techniques:

[0498] Video verification to ensure the viewer is present.
Primarily for forensics, this allows follow up on a pattern of
suspected abuse.

[0499] Bluetooth challenge-response validation between
the viewer’s phone and the kiosk (to mitigate the ability of
a QR code being shared with another device).

[0500] Mobile Application
[0501] Standalone App
[0502] An engagements for end users, apart from the

TV/STB application, is the mobile application. The mobile
application can be used for one or more of: browsing
content, viewing trailers (but not full length feature movies),
viewing additional optional content provided for purchased
content, accessing subscriber settings and managing overall
account settings, approval of purchase content, ordering
theater credentials and related concessions, selecting seats in
theater and reserving transportation if necessary (e.g. Uber
integration), and also being able to use it as a remote control
when in proximity of the STB.

[0503] Out of Box Experience (OOBE)

[0504] When the Set-Top-Box (STB) is first received by
the end user, installation or Out-Of-Box-Experience is very
straight forward. The end user connects the STB to power
and to the HDMI input on the TV.

[0505] Next, the end user downloads a mobile application.
The first run scenario after installation (from the app respec-
tive app store), guides the end user through the next steps of
the installation process. Namely, setting up the personal
account with all personal and payment information (as much
as possible pre-populated by the backend services and the
information that on hand about the customer), and setting up
personal preferences as well.

[0506] Once the personal set up is completed, the pairing
with the STB will is the next phase, for example, via
wireless (WiFi) connectivity in the home. The mobile app
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automatically discovers and pairs itself with the STB that it
found in the vicinity. Next, the phone connects the STB
directly to the home network (WiFi) as well, and sets up
password protection for both devices. Once the STB is
connected to wireless and the pairing of the phone/STB is
completed, the system is ready for consumption and an
introductory video is started.

[0507] Remote Control (Virtual App)

[0508] As part of Mobile Application, the application can
be used as a remote control with the Set-Top-Box (STB).
When playback of a feature content is started on the mobile
application, the phone/app connects directly to the STB via
WiFi and/or Bluetooth for connecting to the player on the
STB. This enables the phone app to act as the remote control
for the TV viewing as well as providing other related feature
integrations (e.g. sharing of content/movie, providing feed-
back and rating, any other personal settings and/or prefer-
ences related to movie watching).

[0509] The mobile app can be used at any time to engage
directly with the STB, provided that the mobile phone is
within range of the STBs wireless radios (as dictated by
Bluetooth about maximum of 30 meters and WiFi signal
strength).

[0510] Virtual Credential—Theater Connection

[0511] The mobile app has interaction with the credentials
that the end user has received as part of his movie purchase.
For this interaction, there is a separate tab available on the
mobile app that connects to the backend services (where we
store the available credentials, redeemed credentials, and
any related information). With the movie tab, the end user
can select movie theater locations (browse all available
and/or proximity selection as well), select seats directly (e.g.
thru API/service integration of AMC and other services on
our aggregation server), select any premium experience
consumption for the theater (e.g. pre-order concession
directly and have them ready for pick up/delivery at the time
of arrival), order any other services (e.g. Uber ride reserva-
tion to/from theater).

[0512] Furthermore, the end user can augment and/or
change the numbers of theater goers that would join him/her
in the experience and have a seamless transaction right there,
with a one click approval.

[0513] Once all selections have been made, a confirmation
is provided and a secure bar or QR code will be sent to the
customer on file (e.g. main approver of household). This
allows for easy redemption of the credentials and any related
concession on theater premise (e.g. similar experience as
TSA pre-check).

[0514] Data Analytics
[0515] Analytics & Reporting
[0516] A component of backend services is the analytics

engine and overall reporting capabilities derived from it.
[0517] Reporting is a core service provides to the content
providers (e.g. Studios) for their assessment and based on
their specific requirements. This is made available via at
least one of two main components: generated queries and
related reports, and self-service access to our data via
exposed APIs and/or web portal for our partners.

[0518] The architecture enables data collected to feed
components enabling real-time decision making. The full
click-stream data set by individual client device and/or app
service is collected.

[0519] Other services on this architecture allow for ser-
vices like offer management to end users, recommendation
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services, special invitations to content/events, potential
advertising and/or data sharing for other monetization or
improved customer experiences.

[0520] One embodiment includes a series of standard web
enabled dashboards (with customization options for visual
representation and data selection range).

[0521] Another embodiment allows for data export in
pre-defined file formats, allowing for use of 3rd party tools
as well. Web exposure is through standard HTML, for
example.

[0522] Full access is provided to affiliate marketing site
for any potential marketing materials and other assets,
eliminating the need for multiple marketing service group
interactions. He client base can be leveraged to help partners
and content providers to make intelligent marketing and
merchandising decisions.

[0523]

[0524] As part of the overall monitoring and quality of
service guarantee the telemetry service, which provides
continuous analysis of data streams, assist the quality of
service guarantee (QoS). A main data store for the Telemetry
service is be the Telemetry database. Service monitoring
tools are used as well.

Telemetry

[0525] Subscriber Management
[0526] Billing
[0527] Billing (credit card) solutions are used for the

backend services including gifting, credits, cancellation, etc.
Overall billing preferences are part of the subscriber set-
tings, in that end users can update and assign multiple billing
options (e.g. cards), at their convenience.

[0528] Studio-approved processes are used for royalty
reporting, including account set-up, payment instrument
integration, invoicing and reconciliation. Mandatory and
optional data points required by Content Providers are
managed.

[0529]

[0530] End user preferences and settings are stored in the
subscriber database. The end user has access to personal
settings and preferences via one or more options:

[0531] Using the mobile application and use the ‘Settings
Tab’ on the mobile app to directly access and manipulate the
stored data. This is a way to manipulate the setting and
preferences data.

[0532] On TV screen/app section with a limited input
mode assumption (e.g. there is no key board for entering
credit card or address information).

[0533] Web application and use the ‘Settings Tab’ on the
web page. This will have the same full functionality as the
mobile application.

Preferences & Settings

[0534] International
[0535] Service Scaling
[0536] Server side infrastructure (hosted cloud services)

are expandable to cover other geographies. Since those
services are hosted in one embodiment (e.g. AWS), many of
the local government and data protection aspects are
shielded for a direct impact to implementations. Same
concept is applied to CDN scaling in various geographies
and the ingest and delivery mechanism is applicable.
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[0537] Localization

[0538] Screening Rooms systems are capable of process-
ing audio, subtitling and closed-caption files in 80+ lan-
guages for future global expansion.

[0539] Databases
[0540] Content Database
[0541] Among the various databases/services for hosting,

the Content Database represents a central storage for con-
tent. This includes full feature movie content, and related
trailers, and/or supplemental content related to any movie.
The service capability includes the whole content life cycle
from ingest to removal at end of windowing period. Fur-
thermore, workflow is implemented based on overall pro-
cess and related meta data (e.g. movie posters, rating, etc.)
is stored accordingly as well.

[0542] Theater Database

[0543] As part of the overall experience, customers can
select their theater location of choice. The Theater database
serves as a main aggregation hub for all theater locations.
This is accomplished by continuously monitoring and updat-
ing table content directly from services exposed by the
respective data sources (e.g. AMC API service calls for
location attributes and updated location parameters). The
Theater database also supports credentialing, seat selection,
concession information and/or other exposed services, that
are provided as part of the API/service exposure provided.
This allows for overall aggregation, and an expedited expe-
rience from a customer perspective.

[0544] Subscriber Database

[0545] A main store for all subscriber/customer informa-
tion is the Subscriber database. As part of subscriber man-
agement system, this store holds the relevant customer
information. Among those are: user accounts and related
customer identifiable information, related household infor-
mation, customer preferences, payment and billing, device
subscription and management, purchase history, related
search history, concession and credential transaction history,
and all subscriber settings that can be accessed either via the
mobile applications or the webpage.

[0546] The subscriber database also stores the Universal
User Profile. This serves as the store for end users’s ser-
vices—like accessing viewing history, purchasing history,
cross-device pause/resume, authentication, preferred set-
tings and others.

[0547] Telemetry Database

[0548] The Telemetry database is used for internal telem-
etry assessment and monitoring of all services. As a central
store for many of the other services, it contains overall
system usage data (provided from services like ingest, CDN
usage, concurrent user, bandwidth usage, etc.). A variety of
monitoring is coupled to an internal API for quality assur-
ance and continuous monitoring by the support staff for
quality of service guarantees and trouble shooting if neces-
sary. Furthermore, analytics are run on the overall usage
data, combined with subscriber information and input from
the forensic services, to monitor and/or detect any improper
behavior of service consumption.

[0549] FIG. 38 is a diagrammatic representation of ser-
vices of a content distribution network within which various
example embodiments may be implemented.

[0550] Security Efforts & Continuous Reviews

[0551] One embodiment gathers and identifies all relevant
requirements (from Studios, MPAA, etc.)
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[0552] One embodiment considers any potential contrac-
tual or regulatory requirements (e.g., PCI-DSS, SEC, Cyber-
security requirements, etc.)

[0553] One embodiment builds and reviews a require-
ments matrix of all controls (includes inspection steps,
supporting artifacts, etc.)

[0554] One embodiment conducts assessment and review
of'initial state capabilities, desired future state and processes
in place to meet requirements through interviews and work-
shops with business and technology stakeholders.

[0555] One embodiment identifies gaps, artifacts to sup-
port requirements and develop recommendations to reme-
diate gaps.

[0556] Customer Support

[0557] Customer support is provided at a Network Opera-
tions Center, with media distribution monitoring, incident
reporting and issue resolution procedures. In addition to
detailed FAQs and 24/7 email and phone support, clients
receive automated notifications with an up-to-date status
towards any issue/resolution.

Various Embodiments

[0558] In the various embodiments disclosed, “receiving”
is replaced with “accessing”. In some embodiments, an
“accessing” element relies on another element to perform
any “receiving.”

[0559] In some embodiments, unpairing is wireless or
wired.
[0560] Some embodiments are directed to a server
embodiment.
[0561] Various embodiments are:
[0562] A method comprising:

[0563] providing, to a client-side computing device,

digital content from a server;

[0564] in response to a determination that a client-side
computing device is outside of a predetermined geo-
graphic area in which the client-side computing device
is authorized to present the digital content, the server
causing a remedial action.

[0565] A method comprising:

[0566] in response to a detection that a client-side
computing device has been unpaired from the viewing
device, a server executing a remedial action,

[0567] wherein the detection that the client-side com-
puting device is unpaired from the viewing device
occurs after the client-side computing device is paired
to a viewing device such that the client-side computing
device is able to cause digital content received from the
remote server to be presented on a display of the
viewing device.

[0568] A method comprising:

[0569] in response to receiving a determination that a
number of users viewing digital content exceeds a
threshold number of authorized users associated with
the digital content, a server executing a first remedial
action;

[0570] wherein the determination is based on a number
of mobile computing devices that are within a geo-
graphic distance of the client-side computing device,
that a number of users viewing the digital content
exceeds a threshold number of authorized users asso-
ciated with the digital content; and the determination
occurs after a client-side computing device presents
digital content that received from the server.
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[0571] A method comprising:

[0572] in response to receiving determining that a num-
ber of unconfirmed sonic signals exceeds a threshold
number of allowable unconfirmed sonic signals, a
server executing a remedial action;

[0573] wherein the notification occurs after a client-side
computing device receives digital content from a the
server, the client-side computing device periodically
presents a sonic signal to confirm that a mobile com-
puting device of a user authorized with the client-side
computing device is within a desired geographic dis-
tance of the client-side computing device, and wherein
each sonic signal, upon being detected by the mobile
computing device, causes the mobile computing device
to transmit a confirmation message to the server con-
firming that the mobile computing device detected the
sonic signal; and

[0574] the server performs said determining that a num-
ber of unconfirmed sonic signals exceeds the threshold
number of allowable unconfirmed sonic signals,
wherein the number of unconfirmed sonic signals indi-
cates a number of sonic signals presented by the
client-side computing device that the mobile comput-
ing device did not confirm detecting.

[0575] Various server-related embodiments, include one
or more processors; and one or more computer-readable
mediums storing instructions that, when executed by the one
or more computer processors, cause the server to execute
server operations as disclosed.

[0576] Various server-related embodiments, include one
or more computer-readable mediums storing instructions
that, when executed by the one or more computer proces-
sors, cause a server to execute server operations as dis-
closed.

1. (canceled)

2. A method comprising:

receiving, by a client-side computing device, a request to

initiate presentation of a digital movie, the client-side
computing device being physically connected to a
digital projector;
in response to receiving the input to initiate presentation
of the digital movie, querying the digital projector that
is physically connected to the client-side computing
device for a unique identifier of the digital projector;

receiving the unique identifier from the digital projector;

comparing the unique identifier received from the digital
projector to a unique identifier stored by the client-side
computing device, yielding a comparison; and

responding to the request to initiate presentation of the
digital movie based on the comparison.

3. The method of claim 2, wherein responding to the
request to initiate presentation of the digital movie based on
the comparison comprises:

in response to determining, based on the comparison, that

the unique identifier received from the digital projector
does not match the unique identifier stored by the
client-side computing device, denying the request to
initiate presentation of the digital movie.

4. The method of claim 3, further comprising:

transmitting a notification indicating that the unique iden-

tifier received from the digital projector does not match
the unique identifier stored by the client-side comput-
ing device.
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5. The method of claim 2, wherein responding to the
request to initiate presentation of the digital movie based on
the comparison comprises:

in response to determining, based on the comparison, that

the unique identifier received from the digital projector
does matches the unique identifier stored by the client-
side computing device, initiating presentation of the
digital movie.

6. The method of claim 5, wherein initiating presentation
of the digital movie comprises:

initiating a stream of the digital movie from a remote

content delivery system to the client-side computing
device; and

providing the stream of the digital movie to the digital

projector that is physically connected to the digital
projector.

7. The method of claim 6, wherein initiating presentation
of the digital movie further comprises:

applying a digital watermark to the stream of the digital

movie received form the remote content delivery sys-
tem prior to providing the stream of the digital movie
to the digital projector.

8. The method of claim 2, further comprising:

detecting, by a client-side computing device, that the

client-side computing device has been initially physi-
cally connected to the digital projector;

querying the digital projector for the unique identifier of

the digital projector;

receiving the unique identifier from the digital projector;

and

storing the unique identifier in a memory of the client-side

computing device to assign the digital projector as
being authorized to operate with the client-side com-
puting device to present digital movies received by the
client-side computing device from the remote server.

9. A client-side computing device comprising:

one or more computer processors; and

one or more computer-readable mediums storing instruc-

tions that, when executed by the one or more computer
processors, cause the client-side computing device to
perform operations comprising:

receiving a request to initiate presentation of a digital

movie, the client-side computing device being physi-
cally connected to a digital projector;
in response to receiving the input to initiate presentation
of the digital movie, querying the digital projector that
is physically connected to the client-side computing
device for a unique identifier of the digital projector;

receiving the unique identifier from the digital projector;

comparing the unique identifier received from the digital
projector to a unique identifier stored by the client-side
computing device, yielding a comparison; and

responding to the request to initiate presentation of the
digital movie based on the comparison.

10. The client-side computing device of claim 9, wherein
responding to the request to initiate presentation of the
digital movie based on the comparison comprises:

in response to determining, based on the comparison, that

the unique identifier received from the digital projector
does not match the unique identifier stored by the
client-side computing device, denying the request to
initiate presentation of the digital movie.

11. The client-side computing device of claim 10, the
operations further comprising:
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transmitting a notification indicating that the unique iden-
tifier received from the digital projector does not match
the unique identifier stored by the client-side comput-
ing device.

12. The client-side computing device of claim 9, wherein
responding to the request to initiate presentation of the
digital movie based on the comparison comprises:

in response to determining, based on the comparison, that

the unique identifier received from the digital projector
does matches the unique identifier stored by the client-
side computing device, initiating presentation of the
digital movie.

13. The client-side computing device of claim 12, wherein
initiating presentation of the digital movie comprises:

initiating a stream of the digital movie from a remote

content delivery system to the client-side computing
device; and

providing the stream of the digital movie to the digital

projector that is physically connected to the digital
projector.

14. The client-side computing device of claim 13, wherein
initiating presentation of the digital movie further com-
prises:

applying a digital watermark to the stream of the digital

movie received form the remote content delivery sys-
tem prior to providing the stream of the digital movie
to the digital projector.

15. The client-side computing device of claim 9, the
operations further comprising:

detecting, by a client-side computing device, that the

client-side computing device has been initially physi-
cally connected to the digital projector;

querying the digital projector for the unique identifier of

the digital projector;

receiving the unique identifier from the digital projector;

and

storing the unique identifier in a memory of the client-side

computing device to assign the digital projector as
being authorized to operate with the client-side com-
puting device to present digital movies received by the
client-side computing device from the remote server.

16. A non-transitory computer-readable medium storing
instructions that, when executed by one or more computer
processors of a client-side computing device, cause the
client-side computing device to perform operations com-
prising:

receiving a request to initiate presentation of a digital

movie, the client-side computing device being physi-
cally connected to a digital projector;
in response to receiving the input to initiate presentation
of the digital movie, querying the digital projector that
is physically connected to the client-side computing
device for a unique identifier of the digital projector;

receiving the unique identifier from the digital projector;

comparing the unique identifier received from the digital
projector to a unique identifier stored by the client-side
computing device, yielding a comparison; and

responding to the request to initiate presentation of the
digital movie based on the comparison.

17. The non-transitory computer-readable medium of
claim 16, wherein responding to the request to initiate
presentation of the digital movie based on the comparison
comprises:
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in response to determining, based on the comparison, that
the unique identifier received from the digital projector
does not match the unique identifier stored by the
client-side computing device, denying the request to
initiate presentation of the digital movie.

18. The non-transitory computer-readable medium of
claim 16, wherein responding to the request to initiate
presentation of the digital movie based on the comparison
comprises:

in response to determining, based on the comparison, that

the unique identifier received from the digital projector
does matches the unique identifier stored by the client-
side computing device, initiating presentation of the
digital movie.

19. The non-transitory computer-readable medium of
claim 18, wherein initiating presentation of the digital movie
comprises:

initiating a stream of the digital movie from a remote

content delivery system to the client-side computing
device; and

providing the stream of the digital movie to the digital

projector that is physically connected to the digital
projector.
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20. The non-transitory computer-readable medium of
claim 19, wherein initiating presentation of the digital movie
further comprises:

applying a digital watermark to the stream of the digital

movie received form the remote content delivery sys-
tem prior to providing the stream of the digital movie
to the digital projector.

21. The non-transitory computer-readable medium of
claim 16, the operations further comprising:

detecting, by a client-side computing device, that the

client-side computing device has been initially physi-
cally connected to the digital projector;

querying the digital projector for the unique identifier of

the digital projector;

receiving the unique identifier from the digital projector;

and

storing the unique identifier in a memory of the client-side

computing device to assign the digital projector as
being authorized to operate with the client-side com-
puting device to present digital movies received by the
client-side computing device from the remote server.

#* #* #* #* #*



